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Executive Summary
Every aspect of people's life has undergone a transformation in recent years 
because of digital technology. The advantages of digital technology included 
increased connectivity via apps, software socialization, increased data transfer 
rate, portable digital devices, and also using digital technology in 
transportation medium to accurately navigate the routes. Governments 
around the world and especially in the South Asian context are introducing 
new laws and legislations to govern and regulate the frontiers of the virtual 
realm in order to introduce necessary controls on information in an 
endeavour to bring online media to heel. Control over the information in civil-

-ian and military spaces is key to 
information warfare. From the 
interception of data to controlling the 
narrative, from the hacking of systems 
to overloading them with information 
packets, everything is accounted as and 
shaping the modern form of 
Information Warfare (IW). 

The Internet is perceived as 
quick, instant, meticulous 
and global which makes it 
the battleground, 
indispensable to 
governments, military and 
armed groups. It is 
congruent with the 
conflict. Moreover, the 
attention of every 
individual on the internet 
is perceived as an
instrument or resource by 
countries and nation-states 
and is treated “like a piece 
of contested territory”.
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1.  Introduction

The dominance of traditional media over 
the creation and dissemination of news
has been defied by social media. In an 
era marked by growing scepticism 
toward recognized authority and 
professional media, the digital age 
facilitates user-generated content and 
visibility as people actively seek out, 
produce, and search for fresh 
information. The information 
gatekeeping function of conventional 
and traditional media has been thwarted 
by this development, enabling citizen 
reporting, social movements, and 
nonprofit groups and collectives to 
transition from being. Particularly in light 
of the rise of China's power and 
influence in cyberspace, information 
warfare is an important example of how 
rivalries are becoming more tense in this 

conflict-ridden region. Aside from fund-
ing national infrastructure, there have 
been claims that China is building cyber 
armies and state-funded corporations to 
shape and influence narratives that 
would support its ominous goal for 
global dominance through economic and 
geopolitical objectives. In order to put 
things into perspective, these researches 
have been conducted studying 
Bangladesh, Pakistan and Sri Lanka by 
including major case studies using the 
desk research approach. Some of the 
critical findings are compiled here in this 
synthesis report.
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2.  The Status of Information Warfare 
and its Impact on the Civic Spaces of 
Bangladesh, Pakistan & Sri Lanka

Countries in Southeast Asia are developing their position and focusing on 
technological advancement that focuses on developing civic spaces and 
impacting digital development around the globe. The Chinese initiative to use 
the Digital Silk Road (DSR), part of the Beijing Belt and Road Initiative strategy, 
allows different countries to adapt their technological development and 
implement advancement in the sector to prove their mettle in global digital 
warfare. Such an opportunity is also effective for Bangladesh, as it is looking 
to implement technological advancement and work effectively to achieve its 
position in the global digital economy. Although lengthy, the process will 
profit the country as it will help improve its ICT sector, develop its human 
resources, provide enhanced communication and consumer experience, 
focus on increasing its economic position and emerge as a global digital 
economy. Such aspects show that Bangladesh is eager to achieve 
effectiveness and promote its ability with Chinese infrastructure; 
nevertheless, a threat to compromise the privacy and space of people 
persists. China is investing and providing digital connectivity to all its Asian 
BRI countries, thus, giving it a dominant position over data and allowing it to 
control communications in the political, economic, and social realms across 
the large expanse of the initiative. Also, the rapidly coercive influence of 
China in the Bangladeshi political and economic realms is irrepressible. In 
addition, the increasing use of DSR is also overwhelmingly influencing the 
Bangladeshi economy and IT sector.

2.1.  The case of Bangladesh

| The information Warfare in South Asia   3



This study revolves around information or technological warfare. Many 
authors have discussed the phenomenon in different terms and methods. 
Human Rights Watch (2014) discusses that technology and the internet have 
developed many means to advance and affect human lives simultaneously. 
The development of data protection acts developed in Bangladesh was one of 
the means that decreased public rights concerning privacy which is one of the 
major technical challenges. However, some cases show that restricting the 
right to human speech and freedom helps control problems like hate speech 
and the spreading violence against each other. However, with time, it is 
becoming important for Bangladesh to improve its technological focus and 
provide access to technology that is open to all. The initiative of Digital Silk 
Road is one such initiative that will help provide economic dominance and 
technological improvement to Bangladesh. The digital transformation of 
Bangladesh began long ago. Initiatives like Smart NID, the development of 
digital centers, iris scans, etc., support that Bangladesh is not behind. 
However, the Bangladesh Telecommunication Regulation Commission focuses 
on providing telecommunication licenses to foreign investors and achieving a 
digital Bangladesh in the process, which could somehow jeopardize public 
privacy.

The implication of using DSR in Bangladesh has many geopolitical impacts. 
The initiative will pave the way for China and Bangladesh relations to provide 
access to the Bay of Bengal; likewise, it will increase the Chinese influence in 
the region, which is why it is important to understand the impact of 
technology initiatives in the country. Bangladesh has suffered through digital 
warfare and the spread of misinformation, which is why taking an effective 
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step is important. Therefore, the study focuses on the qualitative collection of 
data on the use of the internet and technology in Bangladesh and the impact 
of using DSR from China concerning different case studies. The analysis 
discussed Bangladesh entering cyberspace, and cyber-sovereignty may 
escalate digital authoritarianism, repress human rights and curtail democracy; 
however, digital supremacy and control over data and information may 
threaten China's hegemonic position in the region (Cheney, 2019 a). 
Concerning information, digital laws, privacy rights, and freedom of speech 
have also been analyzed.

Further, important case studies like Shahbag Protests against Mollah and his 
execution, mis-and-disinformation about Padma Bridge creating hysteria 
among people resulting in the loss of eight people, identified the misuse of 
information and the internet that created warfare in Bangladesh. The case 
study shows that disinformation has played an effective role in developing 
and supporting information warfare leading to protests, amendment in the 
International Crimes (Tribunal) 1973 Act, Mollah's execution, arrests of 
multiple bloggers and death of blogger Ahmed Najib Haider, unnecessary 
chaos in the country at Padma bridge and deaths of eight civilians. Both case 
studies discuss different scenarios and the role of disinformation warfare in 
the country, highlighting a need to tackle such issues, which brings into the 
DSR initiative for Bangladesh. As the study moves forward, it focuses on the 
measures that can be implemented to decrease digital or information warfare 
problems in Bangladesh. It discusses that digital literacy is an important step 
that focuses on freedom and helps incorporate democracy in Bangladesh. 
Although laws exist in Bangladesh, fact-checking, freedom of the press, and 
automated efforts can impact highly on Bangladesh. Such methods have been
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used by China, which is why using the DSR initiative can play a positive role in 
the process.

Lastly, the DSR-based strategy has several implications for Bangladesh at the 
geopolitical forefront since the BRI initiative has already brought China's 
ultimate enemies, US and India, attention towards Dhaka. Also, China's 
military operation tactics heavily depend on cyber data theft, which could 
expose Bangladesh to China-sponsored digital and data warfare. Moreover, 
China's overwhelming influence over Bangladesh's political and economic 
terrains and data centers to demonstrate its digital hegemony could harm the 
country on several fronts. Therefore, Bangladesh needs to understand the 
implications and should plan and devise strategies before it's too late.

2.2.  The case of Pakistan
In Pakistan, the rapidly increasing literature on digital information warfare 
sees societies and the civilian population as the main target of disinformation 
campaigns. However, the role of citizens has not yet been fully explored when 
investigated the context of Pakistan’s growing internet landscape. Since IW is 
also about controlling the narrative on conventional and social media, it has 
been seen in Pakistan that the government and security agencies dictated the 
journalists about the coverage of pertinent subjects and issues, including 
alleged civilian control, abduction and abuse by the state. To control the 
narrative in Pakistan, repeated efforts have been made by the Pakistan 
Tehreek-e-Insaaf (PTI)-led government between 2018 and 2022. In 2021, the-
then Minister of Information, Mr. Fawad Chaudhry was determined to set up a 
controversial Pakistan Media Development Authority (PMDA) to regulate all
forms of media including print, television, digital media, radio, advertisement,

| The information Warfare in South Asia   6



and films. Media organisations called it “unconstitutional” and “draconian” as 
it was intended to curb media freedom by regulating the media and bringing it 
under the bureaucracy. On February 18, 2022, the government enacted a law 
modifying the Pakistan Electronic Crimes Act, 2016 (PECA) to make “online 
defamation of authorities, including the military and judiciary” a crime with 
severe penalties which was later struck down by the judiciary. Pakistan's 
media and speech rights are deteriorating, as the country dropped 12 places 
to 157 out of 180 in 2022. Pakistan was listed at number 145 in the media 
watchdog's 2021 ranking. 

In Pakistan, PMDA Ordinance 2021 has been under consideration regarding 
the highly restricted press freedom environment and was aimed at imposing
licensing rules on online and citizen reporters and media outlets. Similarly, the 
rules passed by the federal government under the Prevention of Electronic 
Crimes Act 2016’s Section 37-A may force social media companies to globally 
censor criticism of Pakistani law's harsher provisions, such as the sectarian 
discrimination of Ahmadis, which is widely regarded as heretical by 
mainstream Islam, and the requirement of the death penalty for blasphemy,
which is enshrined in the constitution. The necessity to address hate speech, 
blasphemy, purported fake news, and online harassment of women was used 
by the government to justify the regulations. According to the supposition that 
social media platforms like Facebook, Twitter, and others, which are already 
prohibited in China, will risk being barred in Pakistan if they refuse to abide by 
the new rules, Pakistan may end up being a leading candidate to adopt not 
only elements of China's Orwellian-style, the 21st-century surveillance state, 
but also its tightly controlled media.
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Pakistan’s report presents a different understanding of digital mis- or 
disinformation by examining the role and extent of citizen engagement with 
state and state officials in order to whitewash the corrupt trends and traits. In 
the matters of the China-Pakistan Economic Corridor, Chinese and Pakistani 
news organisations are in agreement to share content, while journalists from 
Pakistan often attend programs in China under outreach initiatives sponsored 
by the Chinese Embassy in Pakistan. It calls into doubt the neutrality of 
Pakistani media reporting on CPEC projects. They often overlook the effects of 
CPEC on the local population and environmental sustainability. Moreover, 
social media has been used by Chinese companies and officials in Pakistan to 
foster public participation. The Chinese diplomat to Pakistan, Lijian Zhao 
(2015-2019) amplified the strategy of engaging with Pakistani audience 
through social media and promoting the positive image of China as well as 
Chinese projects in Pakistan, he often held digital spaces with the hashtag 
#AskLijianZhao. For this, Zhao maintained a devoted following in Pakistan. 
Dosti FM98 which is a radio channel established in collaboration with Radio 
Pakistan and China Radio International promotes Chinese goodwill. Pakistan 
government’s social media accounts regularly cast a positive light on Chinese 
initiatives and their impact on Pakistan’s infrastructure and human capital 
development.

According to the Belt and Road Initiative (BRI), BeiDou is conceptually a part of 
China's ‘Digital Silk Road’, a division of its land and marine silk routes. With its 
BeiDou space system (BDS), which offers navigation to aircraft, submarines, 
and missiles, as well as commercial services relying on such navigation, China 
is now able to expand its influence in a multidomain environment (land, sea, 
and space). The Digital Silk Road, which includes BeiDou and 5G networks, is 
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promoted to international audiences by China's Ministry of Industry and 
Information Technology as a fully self-sufficient technological infrastructure 
that anticipates living in the 21st century. However, the strategic relationship 
in space between China and Pakistan has been strengthened. As the BeiDou 
system promises improved internet and navigation technology with a 
hundred times more precision, Pakistan decreased its reliance on GPS. While 
being on BDS, Pakistan is making the critical data of its nation vulnerable.

Lastly, the report investigated the role of India in the region, in propagating IW 
cannot be ignored as it is adding more confusion to the existing narrative. This 
can be viewed in light of the ‘Indian Chronicles’, a 15-year long well-
coordinated smearing campaign against, Pakistan, debunked by EU 
DisinfoLab. According to it, ‘Indian Chronicles’ is a prolonged information 
operation that  lasted for fifteen years and is continuing today was started in 
2005 by the Srivastava Group and intensified by ANI. The startling discoveries 
included 750+ phoney media outfits in 110 countries, 550+ domain names 
registered, 10 or more UN-accredited human rights NGOs, and several 
identity thefts, including the use of Martin Schulz's name as the former 
president of the European Parliament or James Purnell's picture as a former 
UK government minister.

2.3.  The case of Sri Lanka
In Sri Lanka, the level of Infrastructure Communication Technology (ICT) 
preparedness varies significantly between urban, rural, and estates sectors. In 
recent past, the country’s digital environment was affected by the Covid-19 
pandemic in a number of ways. However, the country remained confident 
about post pandemic economic recovery due to its advanced digital landscape
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which included growing internet access to nearly half of the population. The 
country’s national policy calls for creating digitally inclusive cities with digital 
administration and surveillance, adopting a mobile & digital payment system 
to manage all financial transactions, and setting up a cross-border e-
commerce and international e-payment system. However, when the President 
of Sri Lanka, Gotabaya Rajapaksa, reportedly sought China to help restructure 
the repayment of the country's debt, false information was propagated in 
Western and South Asian nations. It is the fifth-generation warfare that 
involves cyberattacks, the spread of misinformation and propaganda via 
internet, media platforms and artificial intelligence. Amid increased ICT in the 
country, the government has underlined the need for a digital economy and 
made efforts to digitalize the administration to tackle the future socio-
economic challenges. As the country has embarked on a journey of highly 
anticipated digital transformation, the Information Security Working Group 
was established to deal with the cyber threats, security risks and concerns 
over information warfare. Moreover, during the Rajapaksa administration, the 
country witnessed a rapid closing of civic space, freedom of expression and 
repressive crackdown on online dissent. Disinformation about the 
government and economic crisis was also prevalent. The country’s 
participation in China’s BRI also raised concerns pertaining to data privacy and 
security. The study shows that China, in BRI recipient countries, is pursuing 
technology-enabled authoritarianism as a part of its Digital Silk Road (DSR) 
expansion. Under the DSR, China has helped recipient countries to develop 
surveillance, internet monitoring and censorship capabilities. China’s 
involvement in building Sri Lanka’s digital infrastructure under the DSR is 
prone to threaten country's national security and privacy issues.

| The information Warfare in South Asia   10



Various reports noted that China is trying to influence the Sri Lankan media 
via an aggressive diplomatic tactics. Contrary to other diplomatic accounts in 
Sri Lanka, the Chinese Embassy aggressively engaged other Twitter users with 
hostile undertones, including by tagging elected Sri Lankan leaders and other 
diplomatic representations. On the other hand, Sri Lankan account linked to 
BRI has focused on the positive economic aspects of both the countries. China 
links disinformation and propaganda into its diplomatic messaging via social 
media platforms. Many Chinese are suspected of using fake accounts on 
social media to endorse their national political agenda. The Chinese influence 
operation in Sri Lanka also included the spread of disinformation on the 
pandemic COVID-19 mainly via Facebook and Instagram. China has been 
criticized for allegedly weaponizing the COVID-19. The Chinese government 
insisted Sri Lanka not to politicize the origin of COVID-19. China is also 
accused of using vaccine diplomacy as a tool for its ‘global commitment’ to 
curtail the pandemic spread. Nonetheless, the government of Sri Lanka has 
ignored the accusations against China. The Chinese influence operation 
illustrated the “coordinated inauthentic behaviour," in which adversaries use 
fake accounts to stimulate influence. However, it is important to note that the 
main objective of Chinese Information Warfare (IW) strategy is Information 
Dominance.

The Chinese IW strategy aims to deter and disrupt the adversary capability to 
use data by targeting its critical information system and decision-making 
process. The strategy also entails the collection of sensitive information from 
the adversary by carrying out the cyber espionage and psychological 
operations. This digital information warfare has threatened the South Asian 
political landscape. There have been numerous disinformation campaigns in 
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Sri Lanka leading to information warfare and unrest affecting the civic space. 
Amid the unprecedented economic crisis and new waves of misinformation, 
there is a dire need that China and Sri Lanka develop an institutional structure 
to regulate the cyberspace between them. This institutional structure will play 
an important and neutral role during the time of crisis. Ironically, the existing 
cyber law system of Sri Lanka is not adequate to have control over the cyber-
attacks and avert the future cyber-warfare. Sri Lankan ICT agency needs to 
commence media literacy and capacity building programs for police 
department in order to prevent computer related crimes. Furthermore, in 
order to disseminate verified information to the public, an increased use of 
information technology and artificial intelligence based systems need to be 
accompanied by social media presence across multiple platforms in Sri Lanka.

3.  Conclusion
The scope of Information Warfare is dark, and the future is grim in South Asia. 
The exploitation of the miseries of the vulnerable group by foreign actors to 
gain a certain geo-political advantage over the enemy countries is only going 
to hurt the real cause. The well-coordinated campaigns built on human 
psychology are somehow targeted towards the civil society actors who, in 
actuality are dedicated to serving the cause and reducing the sufferings of
vulnerable groups. In order to discourage such campaigns, it is imperative to 
build a knowledge economy and a database of incidents. Mainstream fact-
checking tools so that journalists, civil society and even citizens would be 
capable enough to dig into the truth and are sufficient enough to verify the 
facts. Therefore, fact-checking and debunking should be embedded in public 
knowledge and tools should be designed and offered as an API by not only the 
search engines but by the social media platforms too. The environment of 
information warfare needs a holistic strategy for the civil society actors, in 
order to build strengthened and resilient democratic societies.
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Bytes for All, Pakistan is a human rights organization 
and a research think tank with a focus on Information 
and Communication Technologies. We promote the 
use of technology for sustainable development, 
democracy and social justice.

The Innovation for Change (I4C) South Asia Hub is 
one of the seven hubs  of the I4C Network; which is a 
global network of people and organizations who 
connect, partner, and learn together to defend and 
strengthen civic space and overcome restrictions to 
our fundamental freedoms of assembly, association, 
and expression.


