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Executive Summary
China, under 14th Five-Year Plan (2021–2025), seeks to enhance its 
technological independence from leading democratic countries, specifically in 
Information Communication Technology (ICT). Through the Digital Silk Road 
(DSR), a part of the Chinese Belt and Road Initiative (BRI), Chinese companies 
are increasingly providing the digital infrastructure that is essential to any 
regime of data governance. While analyzing Chinese investment in the digital 
transformation of South Asian countries mainly Pakistan, Bangladesh and Sri 
Lanka, the study revealed that the investment has not helped build or support

egalitarian internet access, instead 
helped increase the military and 
security control over the data and 
circumscribe the freedom of expression 
and of information through the
narrative. The increased China-Pak 
cooperation under DSR indicates 
increased Chinese control and influence 
whether it be satellites, fiber optic 
cables, or smart cities. The DSR projects 
along the China-Pakistan Economic 
Corridor (CPEC) have faced corruption, 
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lack of transparency and breach of the basic human rights of locals. Huawei, a 
Chinese company working on a safe city project in Pakistan had allegedly 
installed data-aggregation software to access, manipulate, and extract 
sensitive data important to the national security of Pakistan. Alongside that, 
the fiber optic cable laid out between Khunjerab to Rawalpindi in Pakistan 
gives access to the masses with limited or controlled dissent in the area. 
Similarly, the digital sovereignty of Bangladesh has been threatened by DSR 
projects as two Chinese companies were suspected of spying, violating the 
cybersecurity of the state. Similar concerns pertaining to transparency, 
cybersecurity, mounting debt and violation of fundamental human rights 
surfaced in DSR-related projects in Sri Lanka as well.
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1.  Introduction

With the United States (US) and China 
contesting for regional and global 
influence, great power competition has 
returned as a significant feature of the 
geopolitical landscape. The outcome of 
this competition is set to be determined 
by technological advancement; 
therefore, China has adopted a model 
that combines state-led capitalism with a 
form of political illiberalism backed by a 
wide range of digital technologies. The 
Digital Silk Road is being used by China 
to improve digital connectivity abroad, 
expand its influence, and accelerate 
China's rise as a technological 
superpower. The DSR aimed to assist BRI 
recipient countries in 
telecommunications networks, artificial 
intelligence capabilities, cloud 
computing, e-commerce, mobile 

payment systems, surveillance 
technology, smart cities, and other high-
tech areas. The three country researches 
conducted underline the impact of 
China’s backed digital connectivity 
projects in three major domains, 
including social development, economic 
growth, and fundamental human rights 
in Bangladesh, Pakistan, and Sri Lanka. 
This report has analyzed Chinese efforts 
to influence regional technology 
standards and how China’s tactics under 
the DSR have evolved.

China has expanded its influence over 
South Asia through technological 
development under the DSR, a 
component of BRI. The DSR has brought 
regional countries; e.g. Pakistan, 
Bangladesh, and Sri Lanka closer to 
China and has granted China a role in 
the development of the Information and 
Communication Technologies (ICT) 
infrastructure of aforesaid states. There 
are notable achievements as well as 
ramifications of digital development
under the DSR. It includes digital 
connectivity at the cost of deteriorating 
socio-economic development and 
fundamental freedoms.
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2.1.  BRI Technology Projects in 
Bangladesh
South Asian developing nations are facing challenges of economic 
vulnerability and shift in geopolitics in the region. Bangladesh, in recent years, 
has sustained strong economic growth. The government of Bangladesh 
aimed to transform into a middle-income country by 2021 and a developed 
country by 2041. Due to its geostrategic location, the country plays a 
significant role in trade relations both with India and China. Since the 
establishment of bilateral diplomatic relations between Bangladesh and 
China (1975), both countries have expanded cooperation on trade, defence, 
culture and infrastructure projects. Bangladesh joined the Belt and Road 
Initiative (BRI) in 2016 and afterwards, its ties with Beijing have grown rapidly. 
China has strengthened its socioeconomic, and cultural ties with Bangladesh 
and emerged as its top trading partner and investor. Meanwhile, Bangladesh 
has put special emphasis on the application of digital technologies to realize 
its vision of becoming a developed nation, commonly known as ‘Digital 
Bangladesh’.

The ‘Digital Bangladesh’ policy is in line with China’s Digital Silk Road under 
BRI which provides aid, and political support, to recipient countries and 
assists to improve recipients’ telecommunications networks, artificial 
intelligence capabilities, cloud computing, e-commerce and mobile payment 
systems, surveillance technology, smart cities, and other high-tech areas. 
Over sixty BRI-linked projects in the country are promoting connectivity and 
endorsing ‘Digital Bangladesh’.

Amid the improved connectivity, the country has been concerned about elec-
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-tronic spying under the expanding footprints of China’s surveillance 
technologies. A report noted that the prominent Chinese companies engaged 
in the execution of BRI related projects in Bangladesh, such as Huawei, 
Hikvision, Dahua, and ZTE will threaten the state’s data sovereignty as these 
companies are legally bound to transfer data to the Chinese government. It is 
important to comprehend the dynamics of digital Bangladesh and the role of 
BRI investments and their potential impact on the digital landscape of 
Bangladesh. The government of Bangladesh, amidst increased internet 
penetration, has prioritized the development of Information and 
communication technology (ICT) infrastructure. It aimed to use ICT to promote 
good governance and a digital economy.

However, it is noted that different legislations and policies in Bangladesh have 
circumscribed the freedom of speech, freedom of the press and freedom of 
the internet. For instance, government-controlled access to the internet and 
communication services during tense political moments, for example 
elections and protests. It is further reported that the government has violated 
internet freedom by detaining people under the garb of safeguarding the 
Digital Security Act (DSA). The international human right organization
(Amnesty International) has criticized the aforesaid act as stringent and 
oppressive. However, in terms of internet freedom, Bangladesh is ahead of 
Pakistan. Meanwhile, the volume of DSR projects in Bangladesh over time 
expanded to boost nationwide internet connectivity.

The important DSR-linked projects in Bangladesh included Info Sarker-3, 
Modernization of Telecommunication Network for Digital Connectivity (MoTN),
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Telecommunication Network Upgrading from 2.5G to 3G, Tier IV National Data 
Center Project (4TDC) and Bangladesh National Digital Unicom project. On 
one hand, these DSR projects aimed to improve the capacity of ICT 
infrastructure in Bangladesh but on the other hand, many anomalies were 
noted in the funding of these projects. Local analysts asserted that BRI-led 
infrastructure projects lack transparency and accountability. The projects are 
overvalued and will add to the country’s debt. Despite that, the country 
remained in the safe zone with an outstanding external debt standing at 
USD68.25 billion.

The country’s digital sovereignty is yet vulnerable to DSR-led projects. The two 
leading Chinese companies ZTE and Huawei, involved in the execution of DSR, 
have been suspected of espionage, cyberattacks and violating trade secrets. 
Many BRI recipient countries have expressed concerns about the violation of 
basic human rights and digital authoritarianism under the DSR. These 
concerns are linked to China’s elevation of cyber sovereignty and controlled 
internet access and information flow to monitor its citizens. Besides that, 
China has been making efforts to influence international media and frame 
journalistic principles via trainings, seminars, workshops and media fellowship 
programs. Irrespective of Chinese tech companies’ role in surveillance and 
spying abroad, the study shows that emerging economies like Bangladesh 
have a market for such technologies that violate privacy and China is well-
positioned in this regard. Amid issues like lack of transparency and 
corruption, the exploitation of locals has also been noted in BRI related 
projects in Bangladesh. The country’s cyber security has been compromised 
under the DSR as the internet servers of 147 organizations in Bangladesh 
were infiltrated by the Hafnium, a Chinese hacking group. China has not taken

| Digital Superhighways in South Asia   5



any steps to address the aforementioned issues not only in Bangladesh but 
also in other BRI recipient countries in the region.

2.2.  BRI Technology Projects in 
Pakistan
Pakistan, a strategic cooperative partner of China, is committed to equal 
access to high-tech infrastructure and the internet for all its citizens. The 
China-Pakistan Economic Corridor (CPEC), a flagship project of BRI, is 
developing to emerge as a high-tech digital corridor. It is noted that despite 
the commitment, Pakistan could not ensure inclusive internet access. The 
data available in literature on DSR has underlined that a few projects like an 
822-kilometre-long Cross-Border Optical Fiber Cable (OFC) and a 200 
kilometres long Pakistan & East-Africa connecting Europe fibre-optic cable 
(PEACE Cable) aimed to promote uninterrupted communication and provision 
of cost-effective high-speed broadband internet in Pakistan and other 
developing nations in the region. The deployment of the Beidou Navigation 
Satellite System (BDS) at Pakistan’s airports illustrated Pak-China bilateral 
cooperation in the satellite navigation system under the DSR. Nevertheless, 
the negative impact of CPEC on the domestic economy, social development 
and fundamental freedoms cannot be overlooked.

The lack of transparency in the execution of CPEC has provided a favourable 
environment for exporting Chinese technology and digital products under the 
DSR. It is noted that China has been trying to incapacitate international 
human rights institutions to escape a global reaction against its domestic 

| Digital Superhighways in South Asia   6



persecution, surveillance system (e.g. Skynet & Golden Shield project) and 
restricted internet access. Chinese macro-data security legislation lacked 
practical privacy protections for its citizens against the state’s prying. With the 
reports of malfunctioning, Chinese equipment deployed in the main cities of 
Pakistan, it is alarming that the Beidou satellite navigation system is being 
used as an alternative to GPS for civil and military purposes. The increased 
China-Pak cooperation under DSR indicates increased Chinese control and 
influence whether it be satellites, fiber optic cables, or smart cities.

The study underlined that digital authoritarianism in Pakistan dates back to 
1996 when the government was allowed to intercept and trace calls and 
messages regarding national security concerns. China under the BRI's 
technology engagement policies promoted the concept of smart cities i.e. 
cities equipped with technologies and applications. Pakistan, in 2010, joined 
hands with China to pursue Islamabad safe city project that further expanded 
to the cities of Punjab and Balochistan. These safe city projects faced 
corruption, a breach of data and the privacy of locals in Pakistan. It was 
suspected that Huawei, working on multiple safe cities projects, installed data-
aggregation software to access, manipulate, and extract sensitive data 
important to the national security of Pakistan. Besides that, the contracts 
signed between Pakistani and Chinese companies lacked transparency. Airlink 
Communications of Pakistan and Huawei Technologies agreed to launch a 
cloud data center but the information about the center is still imprecise and 
vague. The safe cities surveillance systems have been gathering data like 
personal information, criminal record, vehicle information, and parking and 
traffic data. The fundamental constitutional rights under Section 14 and 19(1)
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of Pakistani people's freedom of speech and privacy are vulnerable to such 
sort of surveillance system. The ineptness of the safe city surveillance system 
is perceptible from the unchanged crime rate.

Moreover, despite the completion of a fiber optical cable project led by the 
Special Communications Organization (SCO) and Huawei, the people of GB 
showed discontentment over poor internet services, criticized the autonomy 
of SCO and urged the government to allow other network providers to 
operate for better internet connectivity. The GB locals have been aggrieved 
about the lack of transparency and accountability in the governance system. 
In addition to that, China's Digital Terrestrial Multimedia Broadcasting (DTMB) 
under CPEC is deemed critical at the local and global levels. Domestically, it is 
not feasible economically for locals as it needs a different antenna and 
adaptor. Digital Video Broadcast Terrestrial (DVB-T) is the most commonly 
used technology for terrestrial television across the globe. Thus, using DTMB 
will isolate Pakistan in this regard.

Furthermore, it is pertinent to note that China has maintained secrecy 
regarding data it has acquired from BRI recipients by means of selling its 
technologies to them. It is noted that Chinese surveillance equipment 
supports Pakistan's tech-driven authoritarianism and as a tool of political 
subjugation. Yet, Pakistan has been using the Chinese satellite system (BDS) in 
various sectors including aerospace, aviation, maritime cooperation and 
interconnectivity. Considering the contemporary developments in Pak-US 
relations and the US tilt towards India, Pakistan has got choice to switch from 
the US-owned and controlled GPS to the Chinese satellite system (BDS). But at 
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the same time, Pakistan needs to maintain transparency and accountability of 
DSR-related projects and it has to address the vulnerabilities while adopting 
the Chinese model under the DSR.

2.3.  BRI Technology Projects in Sri 
Lanka
China and Sri Lanka, based on their shared religious, cultural values and 
economic links, formally established diplomatic ties in the 1950’s and the 
historical ties have been strengthened with time. Both countries have enjoyed 
an enduring, multi-dimensional and deep-rooted relationship. However, 
despite China’s pledges that BRI would boost Sri Lanka’s socio-economic
development and digital connectivity, Chinese loans have pushed the country 
into a ‘debt trap’. In terms of digital transformation, it is important to mention 
that digital expansion and technological innovation would enable the 
country’s ICT industry to reach USD 3 billion in export revenue in the years 
ahead.

The contemporary digital landscape of Sri Lanka has been trying to reap the 
opportunities that the Chinese DSR offered to create a systemic digital 
revolution. However, the ethnic, religious, and political factors in the country 
played a role in the design and development of DSR-led ICT projects. The 
Chinese-backed Colombo Lotus Tower, South Asia’s tallest structure, which 
has revived focus on the nature of China’s lending practices in Sri Lanka, 
illustrated how a powerful government can draw these resources to develop
something that may not be necessary for a community. The situation pertain-
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-ing to internet freedom in Sri Lanka remained very grim. However, the 
government of Sri Lanka aimed to attain digital inclusivity and for that matter, 
it considered instating a legal framework to curtail online hate and 
discriminatory speeches. Yet, it is difficult to assess whether China-led DSR is 
going to be helpful for Sri Lanka or whether would it restrict the availability of 
egalitarian internet access to the masses.

This report has underlined the multiple aspects of DSR in Sri Lanka, mainly 
reviewing the socio-economic impact of Chinese investment in terms of digital 
and ICT infrastructures in the country. At the beginning of this year (2022), Sri 
Lanka’s internet penetration rate stood at 52.6 % of the total population. The 
government of Sri Lanka, for quite a long time, has focused on the 
development of digital infrastructure facilities. It has taken steps to improve 
internet access for local users. It has further linked all public institutions to a 
single digital infrastructure i.e. a high-speed, secure, reliable and centrally 
managed dedicated government network. The ICT sector in the country is 
currently served by more than 300 companies, which support a large number 
of key industries in agriculture, manufacturing, economy and tourism. 
However, the growth of Sri Lanka’s ICT industry will depend on its ability to 
develop its workforce and infrastructure.

Looking at Chinese investment in the digital infrastructure of Sri Lanka, the 
Lotus Tower Project is pertinent to mention as it is the tallest tower in Asia 
and the highest building in South Asia. China launched Sri Lanka's first-ever 
communication satellite and Huawei carried out the first trial of 5G technology 
in Sri Lanka in 2012 and 2018 respectively. Although the high cost, the need 
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for skilled force, and security concerns posed challenges in acquiring 5G. 
Furthermore, cyber security concerns surfaced in Sri Lanka regarding the 
Chinese communication system (Terrestrial Trunked Radio) used to improve 
the communication between Law Enforcement Agencies(LEAs). Sri Lanka did 
not have a dedicated cyber security agency to analyze the performance of the 
Chinese communication system deployed within the critical sector like police 
and LEAs. To comprehend the credibility of DSR-related projects in Sri Lanka, 
it is imperative to question the host government the need to build the lotus 
tower with borrowed money, increasing the financial burden on citizens. The 
project has not yet yielded the estimated result and added to the fiscal 
burden of the country.

Regarding the Chinese-backed 5G technology project in the country, the local 
expert argued that 5G tech is not much important as maximum commerce 
and e-government tasks can be executed with 4G. Also, the potential of 4G 
tech in the country is untapped while the government has ignored the 
security-related concerns attached to Chinese-backed 5G tech.  It is noted that 
DSR is not only promoting physical ICT infrastructure but also includes the 
exporting of ideological principles regarding governance and 
authoritarianism. Under the DSR linked projects, China is providing a model of 
how to use legal frameworks and censorship techniques to create 
authoritarian states enabled by technology. The freedom of speech and 
access to the internet in Sri Lanka are restricted under the garb of preserving 
national security, public order and religious harmony. The design of the Lotus 
tower that is not inclusive of all ethnic groups in the country is contrary to the 
religious harmony aspect.
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On the economic ground, China is pursuing its imperialist agenda under the 
disguise of BRI-led DSR. Under the Hambantota Port project, the government 
of Sri Lanka is obliged to pay a little over $100 million every year as loan 
repayments to China. It is a matter to ponder whether Sri Lanka needs China’s 
backed ICT infrastructure development when the country is facing dire 
economic turmoil. In a nutshell, the DSR linked projects in recipient countries 
have paved the way for digital authoritarianism, restrained democracy, and 
the violation of fundamental human rights.

3.  Conclusion
The BRI-led DSR has raised anxiety in the recipient South Asian developing 
states. Locals in the recipient countries have considered Chinese-funded 
projects as a long-term threat and have pointed out that Chinese technologies 
are potentially high-risk, citing concerns over national security, intellectual 
property theft, and individual privacy. DSR is advancing China’s technological 
reach in respective countries’ surveillance, subsea cables, and satellites 
system. It is suggested that China needs to ensure transparency and 
accountability of DSR projects in order to promote the digital connectivity and 
socio-economic development of the respective countries. Also, China needs to 
take steps to protect digital sovereignty and basic human rights in BRI 
recipient nations. The 5G tech development under the DSR needs to contend 
with both standard and sophisticated cyber security threats. Amid the 
changing global world order and regional hegemony, China needs to address 
every issue related to BRI-led digital connectivity created in the recipient 
countries. Nevertheless, how the DSR is managed by China will cause 
dramatic shifts in cyberspace governance and telecommunications standard-
setting.
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Bytes for All, Pakistan is a human rights organization 
and a research think tank with a focus on Information 
and Communication Technologies. We promote the 
use of technology for sustainable development, 
democracy and social justice.

The Innovation for Change (I4C) South Asia Hub is 
one of the seven hubs  of the I4C Network; which is a 
global network of people and organizations who 
connect, partner, and learn together to defend and 
strengthen civic space and overcome restrictions to 
our fundamental freedoms of assembly, association, 
and expression.


