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Information Warfare in South Asia Regin: Sri Lanka 
Perspective

among the Urban, Rural and Estates sectors in Sri 
Lanka (“National Information”, n.d.)

The Covid 19 pandemic had several implications for 
Sri Lanka in terms of its digital landscape. For 
instance, when Sri Lanka began to report its first 
confirmed novel coronavirus disease (COVID-19), the 
Ministry of Health (MOH) put into action a response 
plan that included one of the newest tools in its tool 
kit: digital health. A media campaign was launched 
encouraging people to use a hotline. People who 
were waiting in line at designated receiving centres 
for suspected COVID-19 patients were also told about 
the hotline and encouraged to use it for tele-
consultation and for the scheduling of future 
appointments with doctors. Several apps were also 
rolled out, among them MyHealth Sri Lanka, an app 
launched by the MOH together with the Information 
and Communication Technology Agency of Sri Lanka. 
In March, when concern about the health system 
being overwhelmed was at its peak, the app directed 
people to private sector telehealth providers that 
were instructed by the government to provide 
teleconsultation free of charge (“Digital health, 
2020).
Despite the economic challenges, Sri Lanka remains 
optimistic about its post-COVID-19 economic 
recovery, owing to the country's relatively developed 
digital landscape, which includes more than 60% of 
the population owning mobile phones (about half of 
which are advanced digital smartphones) and a 
significant number accessing the internet on a 
regular basis (Wattegama, 2021). There were 11.34 
million internet users in Sri Lanka in January 2022 
(“Digital 2022”, 2022). In its National Policy 
Framework (NPF) titled "Vistas of Prosperity and 

1.    Introduction:
In recent years digital technology has revolutionized 
almost every aspect of people’s lives. Among many 
benefits of digital technology, some of them include 
increase in connectivity through websites, apps, and 
software socialization, increased data transfer rate, 
increasing speed of internet and communication, 
versatile working space breaking geographical 
boundaries, portable digital devices, preserved 
information, transportation medium such as 
airplanes, trains, and ships using digital technology 
to accurately navigate routes and many more. 
However, with digital technology comes some 
disadvantages such as, data security risks, social 
isolation, and manipulation of digital media, 
plagiarism and addiction to digital technology, 
dissemination of false information, false 
advertisements, hacking, illegal content making and 
sharing and so forth (Poudel, 2022) On that note, 
according to Computer Emergency Readiness Team | 
Coordination Centre of Sri Lanka, from the year 2017-
2020,   there were 3,326 number of incidents of 
unauthorized access and modifications to
information in Sri Lanka. Furthermore, during the 
same timeline, cyber harassment and abusive 
content incidents happened up to 5,938 times 
(“Statistics”, n.d.)
 
In Sri Lanka IT Literacy is 28.3% and Digital Literacy 
is 38.7%. Fixed telephone subscription per 100 
inhabitants is 12.49, mobile phone subscriptions per 
100 inhabitants is 103.16, and broadband 
subscriptions per 100 inhabitants is 10.459. 
Household computer ownership is 23.5% while the 
Internet usage stands at 21.3%, and email usage at 
11%. There is a significant disparity in ICT readiness 



Splendour," adopted in December 2019, Sri Lanka 
identified "Building a Technology-based Society" as 
a key national initiative. The policy spells out that 
that new methodologies be adopted to safeguard the 
national security without compromising the 
democratic space available to the people. In chapter 
3 of the policy, one of the activities include 
Protecting the county from international threats, 
drug trafficking, money laundering and other current 
plague and cyber attacks. Chapter 6 of the said 
policy refers to a technology based society including 
Introduction of new legislation to ensure data 
protection, cyber security and Intellectual Property 
Rights. The policy talks about establishing a digitally 
inclusive Sri Lanka through establishing a country 
wide high speed optical data transmission system 
and a high speed 5G Mobile Broadband System to 
facilitate data transmission, establishing digital cities 
with digital administration & monitoring, introducing 
a mobile & digital payment system to handle all 
financial transaction and placing a cross border e-
commerce and International e-payment system 
(“National Policy”, n.d.)

The digital economy is an important part of the 
Chinese economy, which is the world's second-
largest after the United States. When President 
Gotabaya Rajapaksa and his family swept to power in 
Colombo in 2019,Beijing had much cause to 
celebrate. Only a few years ago, the new president's 
elder brother, Mahinda Rajapaksa had played a key 
role in ushering in a new era of Chinese influence in 
Sri Lanka, hosting a slew of dazzling infrastructure 
projects as part of Beijing's flagship Belt and Road 
Initiative (BRI). (Zeeshan, 2022). The centrepiece of 

the infrastructure drive was a deep seaport on the 
world's busiest east-west shipping lane, which was 
meant to spur industrial activity. It was then Sri 
Lankan president, Mahinda Rajapaksa who turned to 
his Chinese allies for loans and assistance with an 
ambitious port project even though feasibility studies 
said the port wouldn’t work. Over years of 
construction and renegotiation with China Harbor 
Engineering Company, one of Beijing’s largest state-
owned enterprises, the Hambantota Port 
Development Project distinguished itself mostly by 
failing. And then the port became China’s (“How 
China”, 2018).

According to a research paper titled ‘Chinese 
Investment and the BRI in Sri Lanka’ by Ganeshan 
Wignaraja, Dinusha Panditaratne, Pabasara 
Kannangara and Divya Hundlani (2020), Chinese 
investment has come under scrutiny, due to 
intensifying geopolitical rivalries in the Indian Ocean 
as well as Sri Lanka’s prime location and ports in the 
region (Wignaraja et al., 2020). China's de facto 
control of high-profile Sri Lankan infrastructure 
projects has renewed fears that the island nation 
may soon become a Chinese colony. (Mushtaq, 
2021). There is a growing concern of loss of 
sovereignty in Sri Lanka. Due to ownership of key 
central infrastructures;e.g. ports being tied to 
Chinese public entities, Sri According to a research 
paper titled ‘Chinese Investment and the BRI in Sri 
Lanka’ by Ganeshan Wignaraja, Dinusha 
Panditaratne, Pabasara Kannangara and Divya
Hundlani (2020), Chinese investment has come 
under scrutiny, due to intensifying geopolitical 
rivalries in the Indian Ocean as well as Sri Lanka’s
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prime location and ports  in the region (Wignaraja et 
al., 2020). China's de facto control of high-profile Sri 
Lankan infrastructure projects has renewed fears 
that the island nation may soon become a Chinese 
colony. (Mushtaq, 2021). There is a growing concern 
of loss of sovereignty in Sri Lanka. Due to ownership 
of key central infrastructures; e.g. ports being tied to 
Chinese public entities, Sri Lanka sacrifices 
autonomy around how to manage those 
infrastructures. In Sri Lanka, China’s takeover of a 
troubled Hambantota port raised questions about a 
loss of sovereignty. (UNAM, n.d.).

According to Sri Lanka Computer Emergency 
Readiness Team | Coordination Centre, in cyber 
warfare, there is a use of hacking to attack the target 
for the purpose of espionage or sabotage. The 
potency and overwhelming lethal effects of digital 
information warfare have outpaced the technological 
development in conventional military weapons 
space, changing the very character of future wars, 
and the role of digital information warfare in them. 
Worldwide digital warfare is now being 
acknowledged as the fifth dimension of warfare 
(Tewari, 2019).

Deliberately fabricated rumours were spread in 
Western and South Asian countries when the 
President of Sri Lanka, Gotabaya Rajapaksa, 
reportedly asked China to help restructure the 
repayment of the country's debt during a meeting 
with Chinese State Counsellor and Foreign Minister, 
Wang Yi, on January 9, 2022. On that day, some 
users started creating and spreading rumours on 
social media that "China's central bank issued bank 
notes with face value of 10,000 rupees in Sri Lanka,"

which was later refuted. This misinformation 
insinuates China's violation of Sri Lanka's currency 
sovereignty, smearing the mutually beneficial 
economic cooperation between the two sides as an 
"unequal plunder" by China. (Times, n.d.). One of the 
earliest rumor mongers was a Twitter user under the 
name “bandhini fernando” who frequently posts anti-
China misinformation, the Global Times found. On 
January 9, “bandhini fernando” posted two fake 
pictures of “Sri Lanka’s new 10,000 rupees note” 
saying it was issued by the People’s Bank of China. 
“Wang Yi officially handed over new currency to Sri 
Lanka during his meeting with [Sri Lankan] 
President,” bandhini fernando wrote. The user 
claimed that the “new bank note” can be used in Sri 
Lanka and wickedly described the Chinese-invested 
projects of Colombo Port City and Hambantota Port 
as “Chinese territory” (Lanlan & Runze, 2022). 
According to the Daily News, a English-language 
newspaper in Sri Lanka, India and West play a major 
role in the slandering campaign against China-Sri 
Lanka cooperation and China-funded projects in Sri 
Lanka. It was further written that Qian Feng, Director 
of the Research Department of the National Strategy 
Institute at Tsinghua University said “The US 
frequently defames China-invested projects in Sri 
Lanka, partly to hope that Sri Lanka will abandon 
[the BRI] and opt for the [aid plans] the US offers,” 
“Some Indian government officials and reporters 
always regard South Asia as India’s ‘sphere of 
influence,’ wary of the so-called ‘outside forces’ 
developing relations with other countries in the 
region,” Qian said while highlighting that “with 
hostility toward China, they see China’s cooperation 
with countries like Sri Lanka a weakening of India’s 
power of influence there” “Rumours behind”, 2022).
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Photo: The rumour shown above was refuted the 
following day by Sri Lankan fact-checking agency 
Factcrescendo, which quoted a response by the Deputy 
Governor of the Central Bank of Sri Lanka, CJP 
Siriwardana, as saying that the bank currently has no 
plans to issue a 10,000 rupees bank note and the 
highest currency value in Sri Lanka remains 5,000 
rupees. https://srilanka.factcrescendo.com/english/a-
new-10000-rupee-note-has-not-been-introduced-in-
sri-lanka/

Furthermore, Sri Lanka’s health authorities suspect 
an organized misinformation campaign is behind an 
unusual increase in vaccine hesitancy among the 
country’s youth. (EconomyNext,n.d). A distinctive 
feature of the Covid-19 pandemic has been the 
rampant spread of mis- and disinformation in 
traditional media and social media, exacerbating

tensions between communities and creating new 
fault lines (Vicente., et al, 2022). Additionally, just as 
the demand for the ouster of Sri Lankan President 
Gotabaya Rajapaksa grows louder due to rising food 
and fuel prices, online influence operations 
attempting to undermine the integrity of the protests 
have been growing too. Disinformation researcher Dr. 
Sanjana Hattotuwa has identified hundreds of proxy  

Photo: A screenshot of a news report on how the 
protests delayed the discussions with the International 
Monetary Fund in August.



GOVERNMENT”, 2021).

Furthermore, The National Export Strategy of Sri 
Lanka aims to generate $5 billion in revenue, 
creating 200,000 direct jobs and establishing 1000 
Information Technology and Business Process 
Management (IT-BPM) startups via the IT-BPM 
industry by 2025.   Total credits from the ICT sector 
amounted to approximately $1 billion in 2020.   In 
2018, the country initiated the process of adopting 
fifth generation (5G) technology.   U.S. software 
providers have been successful in selling solutions to 
private customers and to some public sector 
agencies.   Sri Lanka is building a national fiber optic 
network linked to numerous international cables.   
This 45,000-kilometer network, built and managed 
by Sri Lanka Telecom, will serve as the backbone for 
fixed broadband and mobile services, including 5G. 
Telecommunications use has been rising, and the 
total fixed line and mobile telephone density has 
increased to 142 per 100 persons led by an increase 
in mobile subscribers.     The mobile telephone 
operators dominate the sector.   The continued 
expansion in infrastructure has enabled 
telecommunication services throughout the whole 
country.   There is significant competition among 
three fixed-line operators, five mobile phone 
operators, and 11 Internet service providers.  The U.S. 
exported approximately $2.4 million of 
telecommunications equipment to Sri Lanka in 2020 
(“Telecommunications and”, 2021).

The government of Sri Lanka has recognized the 
need for a digital economy and has taken measures 
to digitalize the administration in order to 
successfully face future economic and social 

accounts and Facebook pages associated with the 
Rajapaksa family publishing memes to discredit the 
mass protests (Christopher, 2022). Attempts were 
made by social media and mainstream media to the 
popular movement that became known as the 
‘aragalaya’ — or the struggle — under the banner 
‘#GoHomeGota2022’ (Jayakody, 2022). For 
instance, Minister Manusha Nanayakkara made a 
false statement that “The International Monetary 
Fund staff-level agreement which was to come in 
August this year has been delayed because of the 
unrest caused by some protesters whose agitation 
later turned violent.” This false statement was 
reported in various mainstream media and later on 
shared online (“Fact Check”, 2022).

1.1.   Information Warfare and Information 
Revolution in Sri Lanka and its Impact on Civic 
Space:
 
Sri Lanka Telecom Corporation (SLT) started its 
Internet service facility in 1996. Since 1995, when the
Lanka Internet Services initiated commercial 
operations, the telecommunications sector has 
grown exponentially. Sri Lanka’s digital infrastructure 
facilities have been relatively well developed over 
the last two decades. For instance, “Lanka
Government Network” (LGN) project is a strategic 
project of ICTA (Information and Communication 
Technology Agency of Sri Lanka (“Digital 
Infrastructure”, 2022). One of the strategies of 
Digital Government Strategy 2020-2024 refer to 
systems which will be designed, developed and 
operated, which will be resilient to cyber threats, in 
order to protect citizens, business and government
data stored and shared across systems (“DIGITAL 
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challenges. As happened in many other places, the 
number of mobile SIMs has surpassed the 
population, but this is large because of the multiple 
SIM usage. A more realistic figure would be 13.5 
million mobile phone users (not SIM users) out of a 
population of about 21.4 million. That is 63% of the  
population. (UNCTAD, n.d.). 

Data is now being termed as the ‘oil of new economy’. 
Aggregate data usage indicates the maturity of the 
Digital Economy. Sri Lanka’s internet penetration rate 
stood at 52.6 percent of the total population at the 
start of 2022. Internet users in Sri Lanka increased 
by 528 thousand (+4.9 percent) between 2021 and 
2022.

The Government of Sri Lanka, led by the Information 
and Communication Technology Agency (ICTA) in 
collaboration with various stakeholders, has 
embarked on a highly anticipated digital 
transformation journey.

With support from the World Bank’s Contingency 
Emergency Response Component (CERC), ICTA is 
planning to bring services online to 10 selected 
Divisional Secretariats through piloting the 
‘form.gov.lk’ initiative, a cloud-based Software-as-a-
Service (SAAS) platform.

The platform will leverage existing infrastructure 
such as the Lanka Government Cloud (LGC 2.0), the 
government’s cloud computing infrastructure, and 
the Lanka Government Network, the government’s 
private network which connects 860 government 
offices across the country. The purpose of this 
network and cloud is to offer the general public and 

businesses the capability to fill and submit relevant 
information and documents digitally without having 
to visit government offices. These pilot services will 
range from civil registrations (births/deaths) and 
small business registrations to allowing farmers to 
process police permits for transporting crops.   Once 
the system is successfully piloted in selected DS 
offices, the platform can be scaled to other 
government organizations, reducing travel and 
building efficiency in service delivery including in
areas outside of urban centers and contributing to 
Sri Lanka’s green recovery. (World Bank Blogs, n.d.). 
The establishment of the programs under the eSri 
Lanka Development Project necessitated the 
implementation of a security program to ensure the 
confidentiality availability and integrity of 
information and the integrity of transactions. The 
Information Security Working Group was established 
in January 2004. The Working Group also agreed on 
the necessity for the following: the Creation, 
maintenance and dissemination of our ICT security 
body of knowledge (best practices, standards, 
procedures and threats) for Sri Lanka, including the 
setting up of a CERT center; Public Key 
infrastructure; Development of ICT security 
professionals in Sri Lanka; Awareness and training; 
Privacy issues (Security, 2022).

However, among many other cyber threats and 
security risks, with technology comes the concerns 
over information warfare. For instance, the 2020 
cyberattacks on Sri Lanka  were a series 
of  cyberattacks  on at least 5 Sri Lankan national 
websites with the  top-level domains  of .gov and 
.com.  The cyberattack is speculated to have been 
conducted on 17 and 18 May 2020. The cyber-attack 
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was also launched on the leading news website of Sri 
Lanka.  The website of the Chinese Embassy 
operating in Sri Lanka and the website of Cabinet 
Office in Sri Lanka were also affected by the 
cyberattack. The investigation was carried out by Sri 
Lanka Computer Emergency Readiness Team along 
with the Information Technology Society of Sri Lanka 
(ITSSL). ITSSL believes that this cyber-attack 
conducted by a group called “Tamil Eelam Cyber 
Force”. (Newsfirst, 2020). Commenting on the 
incident, Dileepa Lathsara (the CEO of TechCERT) 
stated that the attackers targeted on vulnerable 
websites that are equipped with minimum 
cybersecurity measures. Lathsara stated that most of 
the affected websites were restored to their previous 
condition and urged citizens to fortify security 
measures to their websites. (Cisomag, 2019).

In 2022, this unidentified group hacked the website 
of the Sri Lankan embassy in China and Sri Lankan 
Ministry of Health’s website (“Another Sri Lankan”, 
2022).

Furthermore, there is also state-sponsored 
disinformation against the Muslim community. The 
government pandemic response has been criticised 
for its problematic measures, which include 
the  criminalisation and marginalisation  of COVID-19
patients, and alleged police abuses against citizens 
who question and refuse to comply. Critics who 
protested against the  illegal, ad-hoc, and 
discriminatory nature of the pandemic response were 
simultaneously silenced through arrests, 
surveillance, harassment, and intimidation. (Corea,
2022).

Photo: The group posted a screenshot of the Sri Lankan 
Ministry of Health’s website, which was hacked and 
carried images from the Mullivaikkal genocide instead. 
“We Never Forget! We Never Forgive!” the group said.  
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https://www.tamilguardian.com/content/another-sri-
lankan-government-website-hacked-tamil-eelam-
cyber-force

Furthermore, there is also state-sponsored disinformation 
against the Muslim community. The government pandemic 
response has been criticised for its problematic measures, 
which include the criminalisation and marginalisation of 
COVID-19 patients, and alleged police abuses against 
citizens who question and refuse to comply. Critics who 
protested against the illegal, ad-hoc, and discriminatory
nature of the pandemic response were simultaneously 
silenced through arrests, surveillance, harassment, and 
intimidation. (Corea, 2022).

At present, the Telecommunications Regulatory 
Commission of Sri Lanka (TRCSL) lacks the ability it 
needs to protect citizens from unwarranted 
surveillance. Internet service providers (ISPs), such 
as Dialog and SLT Mobitel, do not appear to disclose 
data about government demands for user 
information or notify their users if their data has 
been accessed by the government. Nevertheless, in 
2013, Dialog’s CEO stated that telecommunications 
companies “have to be compliant with requests from 
the government”. Furthermore, there are no legal 
provisions that require ISPs to even disclose such 
information in the first place. Since November 2019, 
when the government of President Gotabaya 
Rajapaksa came into office, there has been a rapid 
closing of civic space and freedom of expression. 
Unidentified people have physically attacked 
journalists several times, and issued death threats 
against reporters perceived as critical of the govern-

-ment. (Human Rights Watch, 2020). Presently, Sri 
Lanka does not have any consolidated and/or 
specific laws on data protection. There are several 
data protection-enabled legislation that are industry-
specific. Such legislation does not however provide a 
definition for the term 'data' nor specific provisions 
for implementation. Notably, the Ministry of Digital 
Infrastructure and Information Technology ('MDIIT') 
and the Legal Draftsman's Department ('LDD') 
launched, in 2019, a draft for an Act to Provide for 
the Regulation of Processing Personal Data (2019), 
which provides fundamental principles of privacy and 
data protection and is modelled after data protection 
legislation in place by similar countries. The Draft Bill 
provides measures to protect the personal data of 
individuals held by banks, telecom operators, 
hospitals, and other personal data aggregating and 
processing entities (Sirimane, 2021). 
 
On top of surveillance, individuals who have 
criticised either the President or the government’s 
COVID-19 response have been arrested throughout 
2020 and 2021. (Weerasooriya and Lelwala, n.d). As 
part of the repressive crackdown on online dissent, 
there was an attempt to bring in laws to counter 
disinformation. However, the weaponisation of 
existing laws, such as the International Covenant on 
Civil and Political Rights Act No. 56 of 2007 and the 
Computer Crimes Act No. 24 of 2007, against social 
media users peacefully exercising their right to 
freedom of expression raises concerns over the 
introduction of any legal framework that could 
provide wide discretionary powers to the executive to 
suppress free speech. (Corea, H., 2022). 

Disinformation about the economic crisis was almost
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as prevalent as COVID-19-related disinformation. 
Common sub-themes included the foreign exchange 
crisis, national debt, taxes, rising living costs, prices 
of essential goods, and import restrictions. This 
demonstrated the public’s ignorance of issues 
concerning public finance and policies, as well as the 
general inaccessibility of lay-person-friendly 
economic information. Misinformation about people’s 
daily struggles was common, for example, in relation 
to the fertiliser ban, the ferry accident in Kinniya, gas 
shortages, and accidents involving gas cylinders. 
Rumours about incidents that occurred in other 
countries gained traction here when they were 
relevant to the local economic issues at the time (for 
example, information on food shortages in Australia, 
fuel shortages in the UK) and were used to justify the 
scarcity in Sri Lanka. (Gunatilake, n.d.).

Politically motivated false information about the 
government and the opposition was also widespread, 
particularly on Facebook meme pages and gossip 
websites, often tied to a statement or an action by 
the politician involved. False information targeting 
alternative political parties, such as the Janatha 
Vimukthi Peramuna (JVP) or the National People’s 
Power (NPP), was a distinct sub-theme under the 
larger politically motivated false information
umbrella. The JVP and the NPP were frequently the 
targets of coordinated and inauthentic social media 
campaigns, and it was also interesting to note that 
certain social media users tended to present 
themselves as members of the JVP or the NPP and 
spread false information that aimed to tarnish the 
reputation of said parties. Members of the JVP were 
frequently linked to COVID-19-related disinformation,
too, such as using their available phone numbers in 

bogus flyers offering cheap antigen kits, oxygen 
cylinders, and so on, as well as in anti-vaccine posts. 
(Gunatilake, n.d.).

Dialog Axiata PLC, a major telecom provider in Sri 
Lanka, launched a trial of its 5G technology, known 
as the 5G Standalone (5G SA), which is considered 
the most sophisticated type of technology, in the 
nation this year. (China.org.cn, n.d.). However, it has 
been suggested that the country's 5G infrastructure 
would emit radiofrequency radiation, which can 
damage DNA and lead to a slew of other terrible 
diseases. (The Morning - Sri Lanka News, 2019). 
Despite worries about cyber security, Sri Lanka was 
reliant on Chinese technology, and the project's 
presence could not be avoided owing to a lack of 
trustworthy information. (“Concerns raised”, 2019).
Huawei, a private technology corporation, has been 
barred from doing business in various nations' digital 
security infrastructures. (Panettieri, 2022). In a study 
released by the UK Intelligence Agency, it was noted 
that Huawei's operations in internet infrastructures 
are not hampering security issues and are a threat to 
national security in only a limited sense. 

(Benner, T, 2018). In such cases, as China emerges as 
a prominent participant in building Sri Lanka's digital 
sector, it is unclear to what extent large tech 
corporations such as Huawei's initiatives represent a 
threat to the country's national security or privacy 
issues.
Sri Lanka’s participation in China’s BRI also raise 
concerns over data privacy and security. The Digital 
Silk Road initiative, which is a part of BRI, may be 
used to enable recipient countries to adopt its model 
of technology-enabled authoritarianism. Chinese 
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technology companies have already helped 
governments in other countries develop surveillance 
capabilities that could be used against opposition 
groups, and Beijing has provided training for 
interested DSR recipient countries on how to monitor 
and censor the internet. (Diplomat, J. K. for T,2020).

2.     Literature Review and Theoretical Framework: 
Studies on Digital Information Warfare in Sri Lanka
A great deal of research on information disorder 
focuses on social media as the source, producer and 
distributor of false content. Mainstream media is
often positioned as an inadvertent distributor or 
amplifier of false and harmful content, not as a 
producer of it. However, the mainstream media, the 
Sinhala media, and not just social media, also act as 
both a producer and amplifier of information disorder 
(Banadaranaike, 2021).
 
In the Social Media context, Facebook, over any 
other social media platform or service, drives and 
defines political communication and conversations, 
largely in Sinhala. Content generation trends were 
studied across 465 accounts that were overtly 
producing and promoting content that framed 
Sinhalese Buddhists in exclusive, preferential and 
superior frames, under increasing threat by Islam 
and Muslims, and consequently in need of urgent and 
if necessary violent pushback (Hattotuwa, 2018).

China is trying to influence the Sri Lankan media 
through an aggressive diplomatic push on social 
media. There are increased influence efforts amid 
political change. The Chinese party-state's media 
influence efforts intensified during the period of 
2019-21. State-owned paper Daily News, national 

business paper the Daily FT, and some elite-run 
cultural organizations and think tanks have been 
consistent vessels for Chinese state content and 
narratives. Moreover, Chinese diplomats have 
adopted "wolf-warrior" tactics, regularly pushing 
back against criticism on social media platforms. 
Chinese diplomatic accounts in Sri Lanka have also
benefited from amplification by fake accounts. 
Notably, China Radio International has content 
targeted to Sri Lankan audiences in the dominant 
local language Sinhala on FM radio. It is also 
available in both Sinhala and Tamil on social media,
with over 1.4 million followers for one of the Sinhala 
accounts (“China influencing”, 2022).

News of Beijing’s efforts to influence local media in 
Sri Lanka has been making the rounds over the past 
few years. Local journalists, when interviewed in 
2020, stated that following participation in fully paid 
training sessions in China, they were expected to 
portray the country positively in their stories; they 
clarified, though, that this arrangement wasn’t 
unique to China, while adding that the Chinese 
Embassy, and not the editors/management of their 
respective publications, would decide on journalists’ 
eligibility for such programmers. Meanwhile, the 
Twitter account of the Chinese Embassy in Colombo, 
operational since 2020, is known to engage with 
other Twitter users in a hostile manner, “including by 
tagging elected Sri Lankan leaders and other 
diplomatic representatives”.

Additionally, “sock puppet accounts” – semi or fully 
automated Twitter accounts – were seen amplifying 
posts by the embassy and BRI accounts (Mohan, 
2022).
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Being sheltered by only China’s financial muscle and 
security are clear miscalculations. For China, pushing 
this port city deal is high on the agenda, especially at 
a time when there is significant global pressure over 
China’s belligerent behaviour in its neighbourhood 
and elsewhere. Bringing Colombo into its sphere is a 
considerable victory in its larger BRI trail. The fast 
track approval for the port city bill shows the 
strength of the Chinese sphere of influence 
dominating and dictating local agency. Sri Lankan 
foreign policy today is in the shape of a doughnut, 
focused on the external interests of China. 
Worryingly, it is hollow at the centre, with national 
interests safeguarding sovereignty lying completely 
neglected. This foreign policy will begin to shake 
once an external partner intervenes in domestic 
affairs and the Sri Lankan regime loses its domestic 
political grip (Abeyagoonasekera, 2021).

Sri Lanka needs to improve its legislature to 
implement the international treaties it is signatory to, 
as well as, empower its Armed Forces so that they 
are capable of assessing threats in the cyber domain 
and countering them. Furthermore, the country 
which is in the process of drafting a cybersecurity 
policy needs to identify mechanisms for 
implementation or a body that will monitor it 
(Senaratne, 2017).

According to a Case Study titled ‘Information 
Disorder and Mainstream Media in Sri Lanka’ (2021), 
a great deal of research on information disorder 
focuses on social media as the source, producer and 
distributor of false content. Mainstream media is
often positioned as an inadvertent distributor or 
amplifier of false and harmful content, not as a 

producer of it. The findings of this case study suggest 
that the mainstream media, the Sinhala media, and 
not just social media, acts as both a producer and 
amplifier of information disorder. (Verite Research 
and Team, n.d).

Sanjana Hattotuwa (2018) stated that Facebook, over 
any other social media platform or service, drives 
and defines political communication and 
conversations, largely in Sinhala. Content generation 
trends were studied across 465 accounts that were 
overtly producing and promoting content that 
framed Sinhalese Buddhists in exclusive, preferential
and superior frames, under increasing threat by 
Islam and Muslims, and consequently in need of 
urgent and if necessary violent pushback. (toda, 
n.d.).

Selvarajah Thuseethan, in his research ‘Social Media 
as a New Trend in Sri Lankan Digital Journalism: A 
Surveillance’ (2015) stated that social media 
surveillance is a comparatively novel form of 
surveillance that is centered on making evident on 
convergence of social characteristics and social 
accomplishments to peoples. As we spend more and 
more time online on social media, a lot of our routine 
activities in different roles during a lot of our working 
and free time become analysable, accessible and 
traceable (Selvarajah & Vasanthapriyan, 2015).

3. Methodology
The research was carried out using data gathered 
from previous published studies, online journals, 
online newspapers, credible websites, laws, and 
cases. The study examined the situation of 
information warfare in Sri Lanka as well as potential  
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prevention mechanisms. This study relied on 
secondary sources. There have been no details 
gathered through primary sources such as interviews 
or surveys. For the study, only secondary data 
sources such as previous articles and publications 
were considered. The study is a qualitative in nature 
with subjective explanations and a theoretical 
foundation.

4.     Identifying cases and analysis in Sri Lanka
4.1.  Case-I:  Influence Operation Conducted by China 
in Sri Lanka
The ruling Chinese Communist Party (CCP) has 
engaged in world politics using fake accounts and 
dismissing everything related to coronavirus as 'not 
their baby' (“China influencing”, 2021). China has 
introduced an army of fake personnel on social 
media accounts and every news that emerges as pro-
China news can be misleading and dreadful. Some of 
their fake news has turned out to be authentic as 
several of the official Chinese embassies around the 
world keep tweeting them that finally 'becomes' true. 
These news items are picked up by China's state 
newspaper and TV channels as well. (The Hans India, 
2021).

China makes use of both state-controlled media 
outlets and over 270 diplomatic accounts on social 
media platforms such as Twitter and Facebook to 
amplify their perspective on global affairs and 
current events. (Euronews, 2021).

On January 19, 2021, the Centre for Social and 
Economic Progress (CSEP) organised a private, 
closed-door seminar titled ‘China’s Tech influence in 
Social Media’. In the seminar, Sanjana Hattotuwa 

(Special Advisor, ICT for Peace Foundation 
(ICT4Peace) and former Senior Researcher at the 
Centre for Policy Alternatives (CPA), Sri Lanka) 
shared his research insights on the unique nature of 
Chinese social media accounts operating in Sri 
Lanka. (CSEP, n.d.).

His work focused on the official Twitter account of 
the Chinese embassy in Colombo, which was started 
in April 2020. He mentioned that the posts from the 
account generally revolve around diplomatic 
relations between China and Sri Lanka, their history, 
and refer to the work of both the countries’ foreign
ministries, political figures, and journalists. In just the 
first month of operation, this account published six 
hundred tweets, compared to the United States 
embassy’s average 68 monthly tweets in the last 
eleven years.

Hattotuwa explained how unlike other diplomatic 
accounts in Sri Lanka, the Chinese Embassy 
aggressively engaged other Twitter users with 
hostile undertones, including by tagging elected Sri 
Lankan leaders and other diplomatic representations.
On the contrary, a parallel Sri Lankan account linked 
to China’s Belt and Road Initiative (BRI) is 
paradoxically more diplomatic and focuses on the 
positive economic aspects of both the countries. 
Hattotuwa also highlighted the issue of 
semiautomated and fully automated accounts, 
commonly called ‘sock puppet accounts’ whose 
primary role is to amplify the messages put out by 
the Chinese Embassy’s account or the BRI account.

False accounts were covertly amplifying propaganda 
through social media, potentially reaching hundreds 
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of millions of people - often without disclosing the 
fact that the content is government-sponsored. 
(Euronews, 2021).

Furthermore, fake accounts are used to make 
political posts by people who are suspected to be 
Chinese on media sites such as Facebook and 
Twitter. According to a report by the Australian 
Strategic Policy Institute (ASPI), the earliest posts 
can be traced back to the spring of 2019. Those posts 
claimed that the oppression of the Uyghur people 
was “a lie,” and some even pretended to be non-
existent Uyghur people claiming that “Uyghur people 
[were] living happily”. All-together, there were more 
than 60,000 tweets by these fake accounts. 
(Kuwamura, 2022).

Global media and numerous ‘experts’ routinely 
assert that Sri Lanka was forced to cede a 
strategically important port to China after being 
lured into a debt trap by easy Chinese loans. This 
story has now become part of the wider narrative of 
how China is using the Belt and Road Initiative (BRI) 
to achieve its diplomatic and strategic aims through 
debt diplomacy. However, according to ASEAN News 
Today (2019), it is a story based more on fiction than 
fact. It is a myth that the port was ceded to China 
because Sri Lanka faced problems paying back 
Chinese BRI loans. Sri Lanka’s debt repayment 
problems had very little to do with Chinese loans. 
(Editor, 2022).

4.2.  Findings and analysis of the case
China interweaves disinformation and propaganda 
into its diplomatic messaging through social media 
platforms. State actors from China target specific 

audiences and the prevalence of fake social media 
accounts can be purchased or hired through multiple 
shadow markets online. The aberrant nature and 
posting patterns of these fake social media accounts, 
specifically how these accounts tweeted in Mandarin, 
though their geo-location suggests that they are 
operated from many countries such as Sri Lanka, 
India and Bangladesh. (CSEP, n.d.). Governmental 
involvement may also be inferred from activity time 
patterns: these accounts routinely deliver messages 
on social media portals between Monday to Friday, 
mostly during regular office hours, and are dormant 
through the weekend. (CSEP, n.d.). When China is 
faced with national security crises, such as the Hong 
Kong protests, the Taiwan Issue, or the COVID-19 
pandemic, these accounts are re-purposed for 
information operations and influence campaigns. 
These accounts are also used to target political 
opponents or people critical of China. There are 
challenges of attributing the fake accounts to 
Chinese state actors since Twitter does not publicly 
provide the precise methodology used to block 
accounts.

4.3. Case-II: Dissemination of COVID-19 
Disinformation by China in Sri Lanka
In 2021, the parent company of Facebook and 
Instagram stated that it has taken down more than 
600 accounts, pages and groups connected to a 
Chinese influence operation spreading COVID-19 
disinformation, including an account purporting to 
be a fictitious Swiss biologist. (Bond, 2021). 

According to the Coordinated Inauthentic Behaviour 
Report (2021) by Meta, the accounts have been 
spreading information from the Chinese mainland 
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since the summer of 2021. According to the 
investigation, they were targeting English speakers in 
the West and Chinese speakers in Taiwan, Hong 
Kong, and Tibet. Much of the false information was 
related to COVID-19. (Kuwamura, 2022).

Photo: Dr. Li-Meng Yan, who specializes in virology and 
immunology at the Hong Kong School of Public Health, 
has accused China of coronavirus cover-up saying 
Beijing knew about the deadly virus and also accused 
WHO advisor Professor Malik Peiris of not doing 
anything about it. (Times Now Digital, 2020).

Dr. Li-Meng Yan, a PhD. virologist and independent 
coronavirus expert educated at two top medical 
schools in China, Southern Medical University and 
Central South University, was a Post-doctoral Fellow 
in the School of Public Health at the University of 
Hong Kong (HKU) and daringly leaked how the 
Chinese Communist Party was behind the 
weaponised coronavirus. After leaking the 
information about the virus, she fled to the US 
seeking political asylum. (R. R. M Lilani, Based on Dr. 
Li-Meng claims).

In an exclusive interview to Fox News, Li-Meng Yan 
revealed that China knew about the deadly virus well 
before it claimed it did. (The Times of India, 2020).

The Chinese Envoy in Sri Lanka told the Minister not 
to politicise COVID-19 and also urged the Sri Lankan 
government not to engage in trying to trace the 
origin of the virus. On August 13, 2021, it came to 
light that the Chinese researchers did not want the 
lab-leak theory to be included in the World Health 
Organization's (WHO) findings on the origins of 
COVID-19 and influenced the presentation of the 
report.

It was the National Medicines Regulatory Authority 
(NMRA) that approved the Sinovac vaccine, as an 
emergency vaccine for Sri Lankans, following 
approval from the World Health Organisation (WHO). 
The government said that China’s Kelun Lifesciences 
Pharmaceutical will do the filling and dispensing of 
the Sinovac vaccine to other countries from Sri 
Lanka once the WHO approves it. (R. R. M Lilani, 
Based on Dr. Li-Meng claims).

This start-up lab in Kandy for Sinovac also comes at 
a time when China is under scrutiny for alleged 
weaponising the coronavirus (COVID-19) that has 
killed over 4.31 million people in the world. China is 
unhindered by accusations and is using its vaccine 
diplomacy as a tool for its ‘global commitment’ 
towards saving the world from the virus spread.

The current Sri Lankan government not only ignored 
the accusations, but, surprisingly, China and Sri 
Lanka do not talk or comment about the two Sri 
Lankan scientists who were researchers on COVID-19



17

coronavirus based in Hong Kong.

The current Sri Lankan government not only ignored 
the accusations, but, surprisingly, China and Sri 
Lanka do not talk or comment about the two Sri 
Lankan scientists who were researchers on the 
coronavirus based in Hong Kong.

Dr. Li-Meng Yan was interviewed by the South Asian 
and Western news channels about how the CCP had 
been hiding the secret of the virus and that her Sri 
Lankan supervisor and her Sri Lankan husband were 
stooges of the CCP. Dr. Li-Meng Yan’s husband is a 
Sri Lankan and no one seems to know what her top 
virologist husband, Dr. Ranawaka Arachchige Prasad 
M. Perera, is up to. According to reports, the CCP has 
packed him off secretly to the United States to follow 
his estranged wife.

Dr. Li-Meng claimed that she had risked her life to 
reveal the truth about the CCP and the link to the 
virus, and it turned out that her supervisor, Dr. Malik 
Peiris, and her husband, Dr. Ranawaka, who were 
leading the coronavirus research, had a hand in it. 
She said the CCP and the two Sri Lankan scientists 
have the know-how to weaponise a new virus. (Times 
now News, n.d.).

4.4.  Findings and analysis of the case
Scientists from  Johns Hopkins,  Columbia  and other 
leading American universities moved with rare speed 
when a Chinese virologist, Li-Meng Yan, published an 
explosive paper in September claiming that China 
had created the deadly coronavirus in a research lab. 
(Timberg, 2021).

Li-Meng Yan’ paper, the American scientists 
concluded, was deeply flawed.

A new online journal from MIT Press — created 
specifically to vet claims related to SARS-CoV-2 — 
reported Yan’s claims were “at times baseless and 
are not supported by the data” 10 days after she 
posted them. (Timberg, 2021).

But in an age when anyone can publish anything 
online with a few clicks, this response was not fast 
enough to keep Yan’s disputed allegations from 
going viral, reaching an audience in the millions on 
social media and Fox News. It was a development, 
according to experts on misinformation, that 
underscored how systems built to advance scientific 
understanding can be used to spread politically 
charged claims dramatically at odds with scientific 
consensus.

Additionally, the authors (a group of 27 prominent 
public health scientists from outside China) of The 
Lancet statement noted that scientists from several 
countries who have studied SARS-CoV-2 
"overwhelmingly conclude that this coronavirus 
originated in wildlife," just like many other viruses 
that have recently emerged in humans. "Conspiracy 
theories do nothing but create fear, rumours, and 
prejudice that jeopardise our global collaboration in 
the fight against this virus," the statement says. 
(Science, n.d.). “The rapid, open, and transparent 
sharing of data on this outbreak is now being 
threatened by rumours and misinformation around 
its origins," the scientists, from nine countries, wrote 
in that statement published online by The Lancet. 
(The Lancet, n.d.).
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Despite such rebuttal, Chinese government has 
unleashed a global online campaign to burnish its 
image and undercut accusations of human rights 
abuses. Much of the effort takes place in the 
shadows, behind the guise of bot networks that 
generate automatic posts and hard-to-trace online 
personas.

Now, a new set of documents reviewed by The New 
York Times reveals in stark detail how Chinese 
officials tap private businesses to generate content 
on demand, draw followers, track critics and provide 
other services for information campaigns. That 
operation increasingly plays out on international 
platforms like Facebook and Twitter, which the 
Chinese government blocks at home (“China 
influencing”, 2021).

The Chinese operation was an example of what Meta 
calls "coordinated inauthentic behaviour," in which 
adversaries use fake accounts for influence 
operations, as Russian operatives did by 
impersonating Americans on Facebook in the run-up 
to the 2016 U.S. presidential election. (Bond, 2021).

5.  Way forward to balance Information Warfare 
and Information Eco-System:
The Internet's introduction resulted in a paradigm 
shift in information warfare (IW). It has given rise to a 
new dimension in which cyberspace is being used to 
conduct virtual information operations in order to 
obtain sensitive information. The concept of 
Information Warfare entails information as the target 
and information as the tool used to carry out the 
information operation.

The ultimate aim of the Chinese Information Warfare 
Strategy is Information Dominance. The Chinese IW 
strategy is uniquely referred to as Integrated 
Network Electronic Warfare (EINW), mainly due to 
the composition of various elements of electronic 
warfare and network-centric warfare techniques. The 
basic concept of Chinese IW strategy is to deter and 
disrupt the adversary capability to use data by 
targeting its critical information system and 
decision-making process, which will eventually affect 
the adversary will or ability to fight. And to gather 
sensitive information from the adversary by 
conducting cyber espionage and psychological 
operations. (Yadav, D. S. M. (2021, January 15).

This new threat of digital information warfare has 
emerged in the South Asian political landscape. 
There has been quite a number of disinformation 
campaigns in Sri Lanka leading to information 
warfare and unrest impacting the civic space.

Information ecosystems are complex adaptive 
systems that include information infrastructure, 
tools, media, producers, consumers, curators, and 
sharers. They are complex organizations of dynamic 
social relationships. (UNHCR. (n.d.). To balance the 
need for a developed information ecosystem and at 
the same time preventing an information warfare 
from breaking out, cyber-security laws and 
mechanisms involving data privacy and security have 
to be strengthened in a manner that do not restrict 
fundamental freedoms in the future, the amount of 
data available for use will increase substantially, and 
how this data will be stored and processed will be a 
key war winning factor.
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Firstly, between China and Sri Lanka, cyber norms or 
acceptable behaviour can be agreed between them 
which will not target critical or strategic 
infrastructure. Secondly, both countries can develop 
an institutional structure that will regulate the 
cyberspace between them. This institutional 
structure will play an important role during the time 
of crisis by playing a neutral role. (Rizwan et al., 
2021).

For Sri Lanka, the COVID-19 pandemic was cause for 
numerous WhatsApp messages relating to false 
cures as well as conspiracy theories about the origin 
of the virus. Early this year, conspiracy theories arose 
again when Sri Lanka launched its COVID-19 
vaccination drive. It was so bad that some groups 
were hesitant to receive a vaccine, despite its free 
availability. (Thomas, 2021).

After the Digana riots 2018 (Nazim, 2019), Sri 
Lankan government’s immediate response was to
enforce an internet blackout for the entire country. 
Inspired by actions taken by other South Asian 
countries like India, the government blocked the use 
of social media applications including WhatsApp, 
Facebook, Twitter and Instagram to prevent mobs 
from using these platforms to organise further 
attacks and stop the spread of false news (Thomas, 
2021). However, such measures violate freedom of 
expression and free speech.

Hence, rather than blocking ways for people to 
communicate, the better solution lies in debunking 
disinformation by Fact-checking methods and 
publish it online and through media outlets for the 
people to see. This initiative should not be just 

restricted to fact checking organizations but also 
journalists, activists, civil society organizations along 
with governmental institutions.

The Sentinel Project ran a pilot misinformation 
management project in Sri Lanka from July 2021 to 
December 2021. Throughout the pilot project, only 
manual screening of misinformation was done by 
monitoring pre-identified actors (social media 
handles that are prone to spreading misinformation), 
gossip sites, and news outlets. However, information 
technology and artificial intelligence-based systems 
should be used more, if they are to get a good picture 
of the amount of misinformation in Sri Lanka. 
(Gunatilake, n.d.).

Increased use of IT and AI-based systems should be 
accompanied by increased social media presence 
across multiple platforms, ideally under the same 
handle (ex. @LKAWikiRumours), so the public can 
easily tag in things they want us to verify, without 
expecting them to take time to forward those via a 
separate WhatsApp or another channel. Those social 
media handles can also be used to proactively 
disseminate verified information to the public, rather 
than waiting for them to visit Wiki Rumours platform. 
(Gunatilake, n.d.).

The Sentinel Project’s primary limitation was the 
limited public participation in the rumour tracking 
and reporting process. It has been impossible to 
track rumours at the local grassroots level due to a 
lack of public engagement. The two Project 
Coordinators were the database’s only sources of 
input, and the rumours that got reported and those 
that did not get reported were influenced to some 
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get reported were influenced to some extent by their 
personal biases, while the nature of the rumours 
depended on where they looked for rumours. 
(Gunatilake, n.d.).

The reasons for the limited public engagement were 
the exercise’s short timeframe and the uncertainty 
about the project’s continuation, which limited the 
outreach and branding efforts. Because the majority 
of the rumours recorded came from the internet and 
social media, it was difficult to track the origin of a 
given rumour and gather meaningful geographic 
implications, which would be useful in preventing 
violence. Moving forward, community volunteers who 
can report rumours that spread on the ground should
be recruited from all over the country.

In terms of platforms monitored, Facebook was the 
most proactively monitored, followed by WhatsApp. 
This excludes misinformation published on YouTube, 
which has been identified as a hotbed of 
misinformation in Sri Lanka, with some people who 
have been banned from Facebook for violating 
community standards switching to YouTube as their 
primary social media presence (ex. Amith 
Weerasinghe, the leader of a Sinhala nationalist 
group called Mahason Balakaya). Extending to 
YouTube and possibly TikTok is critical.

The verification efforts should always be linked to 
reporting to the relevant social media platforms, 
because while the audience is limited, false 
information on a given platform remains visible to a 
larger crowd until the platform posts a disclaimer 
from a fact-checker. Exploring synergies with other 
fact-checkers who have already established trusted 

partner channels with social media platforms is 
therefore essential. (Gunatilake, n.d.).

In terms of finding solutions through enforcement of 
legislations, the Cyber Security Act, 2019 contains 
the relevant laws for the implementation of the 
country's National Cyber Security Strategy and the
protection of critical information infrastructure. 
Preventing/responding to future cyber-security 
threats efficiently and effectively, as well as 
establishing the Sri Lanka Cyber Security Agency, 
are all included in this new act, implying that it is 
intended to protect the country from cybercrime and 
cyber-warfare. However, social media issues, as well 
as media surveillance and monitoring, are not 
addressed in this act. However, this bill contains 
information about developing government cyber-
security policies, which is a step taken to avoid 
cyber-warfare.

The existing cyber law system is not adequate to 
have control over the cyber-attacks and to prevent a 
future cyber-warfare. During past period, the 
authorities had to block the Facebook and other 
social media even to control the people from spread 
of rumours. So it is suspicious whether the 
responsible authorities will be able to manage a 
situation like cyber-warfare even when they failed to 
control the community (Rukmaldeniya, 2020).

 ICT Agency of Sri Lanka should identify and 
commence programs to develop capacity in the 
Police Department so that Police personnel would be 
well equipped to investigate computer crimes. Lack 
of knowledge and awareness in terms of computer 
crimes in people is another problem in Sri Lanka. 
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Awareness about computer crimes and new media 
literacy have to be provided in all three languages 
practiced in the country. (Yasas, 2020).

6.     Conclusion:
Sri Lanka is currently experiencing an 
unprecedented economic crisis, and there have been 
nationwide protests since March 2022, calling for the 
government, particularly the president, to resign. 
New disinformation themes have emerged against 
this backdrop. Misinformation about the causes of 
the economic crisis and how to get out of it, including 
the involvement of the IMF, is particularly prevalent, 
followed by misinformation about the constitutional 
and legal implications of protests and the
government's responses to them, such as declaring a 
state of emergency, imposing police curfew and 
reversing it, using force by police, and mobilizing the 
army and firing at the civilians. Misinformation about 
fundamental rights and liberties, such as the right to 
speak and dissent, is also on the rise.

Disinformation about various COVID-19 vaccines, 
variants and procurement processes related to 
control measures were widespread. Ethnic and 
religiously motivated misinformation about the 
pandemic was also observed in 2021, particularly in 
relation to the forced cremation policy. This was a 
continuation of the trend seen at the start of the 
pandemic in 2020 when the Muslim community was 
vilified as “super-spreaders”. (Human Rights Watch, 
2021). 

It is clear that fact-checking false information after it 
has occurred is insufficient to combat these new 
waves of misinformation. To combat this, it is critical 

that organizations that combat misinformation 
currently form and strengthen synergies among 
themselves and social media platforms, as well as 
link their efforts with proactive disclosure of correct, 
quality information, through partnerships with 
already-established think tanks and other credible 
information generators. A reactive approach to 
misinformation was never adequate, and it is no 
longer. A proactive approach that seeks to prevent 
misinformation from occurring in the first place 
should be taken. The Sri Lanka Press Institute 
established a Fact Checkers Forum in Sri Lanka in 
April 2022, which is a commendable first step in 
strengthening synergies among existing fact-
checkers. (Gunatilake, n.d.). Exploration of
partnerships with credible information generators, on
the other hand, has been woefully lacking. It is 
critical that such gap is addressed, as ill-informed 
and frustrated people, such as the current Sri Lankan 
populace, can easily be misled and be incited to 
violence.
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