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Information Warfare in South Asia Region: Pakistan 
Perspective

1.  Introduction
The term Information Warfare (IW) also often 
interchangeably used as Information Operations 
simply denotes the conflicts that involve the 
collection, protection, manipulation, degradation, 
and denial of information (Libicki, 1995). The history 
of IW goes as far back in time as the history of 
propoganda warfare. According to some historians, 
information warfare first appeared at the start of the 
20th century. They cite, for instance, the fact that 
the French army engaged in IO operations during the 
First World War by employing electronic warfare 
strategies that allowed for the interception of 
wireless and telephone communications (Murray & 
Knox, 2001). But history proves the opposite: leaders 
in the 18th and 19th centuries engaged in information 
warfare using information-related intelligence 
gathering, military deception, military information 
support operations, and operations security. 
Recognition of the value of intelligence dates back to 
Sun Tzu and earlier. These historical foundations of 
contemporary information operations can provide 
insightful knowledge (D. Bastian, 2019).

In the modern world, IW is a bigger umbrella that 
refers to any state’s control and command of the 
information and communication technology (ICT) in 
order to gain the competitive edge over its 
adversaries. In the IW sphere, the experts have come 
into agreement that IW cannot be simplified as it has 
a more complexed dimension, weapons, and 
countermeasures (Burns, 1999). With the evolution of 
digital technologies and ICTs, the global order in the 
contemporary world is also transforming while 
presenting the most complexed challenges to the 

Executive Summary
In order to understand the space of information 
warfare in South Asia and specifically in Pakistan 
today, it is more important to understand the 
historical context of modern information warfare. The 
evolution of information warfare into the cyber 
warfare has taken big leaps in the areas pertaining to 
information dominance, information diffusion and 
believe formation. The research presents an overview 
of how has Pakistani culture and society been 
affected by being in this game as it is designed 
keeping the human behavior in mind and will further 
look into how this guerilla warfare carries most lethal 
weapons and the difficulties it poses to combat. 
Pakistan with its ever increasing youth bulge and 
growing digital footprint has a lot of skin in the game. 
The research intends to critically look into the Fifth-
Generation Warfare, also known as a “war of 
narratives” in which states make use of perception 
management and disinformation as an integral-part 
of diplomacy and politics.

Alongside it, we will also look into how Pakistan is 
being used as a launching pad for China’s information 
warfare. The country is at the center of the 
geopolitical situation in the region and being a part 
of China’s strategic all-weather partner, Pakistan 
receives a lot of guff from its archival India through 
some known and some unknown influence 
operations. Therefore, we will also look into the 
perception management and information operations 
around the China Pakistan Economic Corridor 
(CPEC), Pakistan’s media management by China, 
psychological warfare and fifteen year of well-
coordinated smearing campaign on international 
platform.



security of nation state. The classification depicts 
that it can be directed against country’s civil society 
in addition to its military (Cronin & Crawford, 1999).

2.  Literature Review
In the 21st century, Military Cyber Command is 
moving away from “cyber warfare” as a concept, 
opting instead for “information advantage," 
(Schneider et al., 2020) which leaders hope will 
create what they describe as “decision dominance” in 
the fifth generation information warfare. (also known 
as Cyber warfare as well as “fifth domain” of warfare) 
with four others being land, air, maritime and space 
(Kirk, 2019). The use of ICTs have taken a central 
position in IW and is commonly used for defensive or 
offensive purpose to instantaneously infringe, 
control or disrupt the opponent’s resources. Within 
the field of security studies and political science, 
misinformation, disinformation and propaganda 
campaigns are termed under IW and are usually 
sponsored by governments (Taylor, 2003). It refers 
to the strategic implementation of information 
and/or disinformation campaigns in order to gain 
advantage in geo-political, political, and military 
areas (Thornton, 2015). The concept of IW entails the 
importance of ordinary citizens while the information 
is used a weapon on their minds, which is termed as a 
“battlefield” (Cavelty & et. al., 2008).
 
Social media defies the control that traditional media 
previously had upon the production and broadcasting 
of news. The digital age enables user-generated 
content and visibility as people actively search for, 
create and produce, new information in an 
atmosphere characterized by increasing cynicism of 

professional journalism and established authorities. 
This development has defied the information 
gatekeeping role of conventional and traditional 
media, and has enabled citizen journalism, social 
movements, and voluntary groups and collectives to 
activate from being passive audiences to 
active  curators  of information (Golovchenko et al., 
2018).

‘Curation’ is the term that has come to be used to 
define the way organizations and individuals act 
online on a number of digital platforms from 
Instagram to Wikipedia. Although, curation was 
conventionally associated with the upkeep and 
conservation of artefacts in art galleries or museums. 
But a curator is now perceived as somebody who 
‘adds cultural value to artefacts when drawing 
individual items together into a collection, 
interpreting their significance to a subject [and] then 
re-representing them through a story or visuals’ 
(Howarth, 2015). Whereas, on social media, curation 
implicates producing, generating, selecting and 
disseminating information online (Pedersen & 
Burnett, 2017).  So on Twitter, even a tweet or a 
retweet can be viewed as an act of information 
curation.

Conversely, just as the art and museum domains are 
stratified into hierarchies (Bourdieu, 2005), so online 
curators vary in their influence. Social media 
platforms are not much of egalitarian platforms, as 
the attention is spread equally among users; these 
platforms are rooted in pre-existing disproportionate 
structures, which explains why the most popular 
users or influencers in the entire Twitter sphere are 
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mostly personalities from the entertainment 
industry, recognized political figures or large news 
corporations (Fuchs, 2017).  Corporations and states 
have the economic resources to sponsor content as 
well as employ professional workforce to manage 
their accounts. Such resources are less available to 
ordinary citizens. Therefore, the fight for visibility 
occurs in a grid where some curators are more skillful 
of shaping and driving the public narrative than 
others (Muhle, 2014).

By using the concept of curation, we are not 
proposing that citizens are secluded from discourses 
disseminated by governments and conventional 
media. Besides, the fact that citizens curate 
information initially produced by governments or 
government-sponsored proxies—while also producing 
their own content—is in agreement with earlier 
studies of IW. 

To comprehend the interrelations between state, 
citizens and media in the distribution and circulation 
of disinformation, it is imperative to do social 
network analysis closely. In recent years, social 
network analysis has grown into becoming more 
central to International Relations and security 
studies. It has been studied to analyze terrorist 
networks and gang-related crime (Morselli & Décary-
Hétu, 2013), and it has been applied to data acquired 
from social media on foreign policy subject matters. 
One of the advantages of social network analysis is 
that it is intensely data-driven. There are some 
theoretical assumptions other than the concepts that 
people narrate to each other, and that the structure 
and power of these relations matter. It is a known
fact that one of the most significant ways in which 

people relate to each other is by sharing information.  
And that’s why social network analysis is principally 
appropriate to the study of the curation of digital 
disinformation (Zeitzoff et al., 2015).

Similarly, in Pakistan the rapidly increasing literature 
on digital information warfare sees societies and 
civilian population as the main target of 
disinformation campaigns (Lahmann & et. al., 2020). 
However, the role of citizens has not yet been fully 
explored when looked into the context Pakistan’s 
growing internet landscape.

Source: Wardle & et.al., 2017

Most research on the online spread of pro-
establishment information tends to focus on state 
agents or state-controlled agents (Wardle & et. al., 
2017). This tendency is particularly prevalent in work 
carried out in political science and security studies 
that explores the roles played by the military, 
established political decision-makers or government-
influenced news media in Pakistan.  While they may 
vary in methodology, these studies of pro-military 
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and populist government disinformation share the 
fundamental hypothesis that the Pakistan 
government follows its political and military goals by 
mobilizing support among the civilian population; 
and that this is accomplished through disinformation 
and manipulation in conventional and digital media 
(Ghani & Khan, 2020). However, very few pragmatic 
studies actually study  how  citizens are mobilized 
and what role they play.

Since IW is also about controlling the narrative on 
conventional and social media, it has been seen in 
Pakistan that the government and security agencies 
dictated the journalists about the coverage of 
pertinent subjects and issues, including alleged 
civilian control, abduction and abuse by the state. As 
per Freedom House 2019’s report on Media Freedom, 
reporters were given specific instructions on how to 
cover specific political issues. To control the 
narrative in Pakistan, repeated efforts have been 
made by the Pakistan Tehreek-e-Insaaf (PTI)-led 
government. In 2021, the-then Minister of 
Information, Mr. Fawad Chaudhry was determined to 
set up a controversial Pakistan Media Development 
Authority (PMDA) to regulate all forms of media 
including print, television, digital media, radio, radio, 
advertisements, and films. Media organisations 
called it “unconstitutional” and “draconian” as it was 
intended to curb media freedom by regulating the 
media and bringing it under the bureaucracy (Batool, 
2021). On February 18, 2022, the government 
enacted a law modifying the Pakistan Electronic 
Crimes Act, 2016 (PECA) to make “online defamation 
of authorities, including the military and judiciary” a 
crime with severe penalties (HRW, 2022) which was 
later shot down by the judiciary. Pakistan's media 
and speech rights are deteriorating, as the country 
dropped 12 places to 

157 out of 180 in 2022. Pakistan was listed at 
number 145 in the media watchdog's 2021 ranking 
(RSF, 2022).

Meanwhile, governments around the world and 
especially in South Asian context are introducing 
new laws and legislations to govern and regulate the 
frontiers on the virtual realm in order to introduce 
necessary controls on information in an endeavor to 
bring online media to heel. In Pakistan, PMDA 
Ordinance 2021 has been under consideration 
regarding the highly restricted press freedom 
environment and was aimed at imposing a licensing 
rule on online and citizen journalists and media 
outlets. 

Massive new laws in Pakistan that impose restrictions 
on social media have made it crucial to protect media 
freedom and free speech in the fight against the 
authoritarian and civilizationalist elements of a rising 
new world order (Purnell & Shah, 2020). The rules, 
which were approved without a public debate, put US 
social media giants like Facebook and Twitter at the 
forefront of the conflict and raise the possibility that 
China's walled-off internet and state-run social 
media platforms may serve as a model for a number 
of intolerant, authoritarians, and autocrats.

The rules may force social media companies to 
globally censor criticism of Pakistani law's harsher 
provisions, such as the sectarian discrimination of 
Ahmadis, which is widely regarded as heretical by 
mainstream Islam, and the requirement of the death 
penalty for blasphemy, which is enshrined in the 
constitution (AFP, 2020). The necessity to address 
hate speech, blasphemy, purported fake news, and 
online  harassment  of  women  was  used  by  the 



national-level infrastructure. Since, Pakistan & 
China’s all-weather strategic partnership has a 
significance in the geopolitical paradigm, it is also 
necessary to dig into the extent of it. For that reason, 
we have used the desk research method to put the 
instances of significance in order to put things in 
perspective.

However, the Pakistani government's analysis of 
whether to include, omit, or restrict the integration of 
Chinese technology was solely driven by the 
potential consequences on intelligence and defence 
cooperation with the US and allies. It's plausible that 
there are instances of this, but the proof is classified 
and so outside the purview of this report, which is 
based on open-source intelligence information.

4.  Findings and Analysis
“Coming to terms with information warfare is like to the 
blind men’s attempt to figure out what the elephant’s 
nature was: one touched its leg and called it a tree, 
another felt its tail and called it a rope, and so on. 
Information warfare manifests itself in similar ways. 
When all the respectable definitions of the elephant are 
added together, it appears that there is little that isn’t 
information warfare.”

- ‘What is Information Warfare’ by Martin Libicki
Control over information in civilian and military 
spaces is key to information warfare. From the 
interception of data to controlling the narrative, from 
hacking of systems to overloading them with 
information packets, everything is accounted as and 
shaping the modern form of IW. Therefore, it is 
imperative to understand that how China has diversi-

government to justify the regulations. The Asia 
Internet Coalition, a technology and internet sector 
organisation that includes Facebook and Twitter, said 
that the laws would endanger citizens' personal 
safety and privacy while undermining free expression 
and would harm Pakistan's digital economy
objectives (Paine, 2020).

The establishment of the laws reflects the irritation
felt by the government and Pakistan's strong military 
over the social media companies' repeated failure to 
comply with demands to remove content. Pakistan 
was among the top nations asking for posts to be 
deleted from Facebook and Twitter (Jahangir, 2020). 
According to the supposition that social media 
platforms like Facebook, Twitter, and others, which 
are already prohibited in China, will risk being barred 
in Pakistan if they refuse to abide by the new rules, 
Pakistan may end up being a leading candidate to 
adopt not only elements of China's Orwellian-style, 
21st-century surveillance state, but also its tightly 
controlled media.

3.  Methodology
Information warfare in cyberspace between Pakistan 
and India and India and China are the instances of 
significant importance which are documenting the 
escalating tensions between rivals in this conflict-
ridden area; especially in retrospective to the 
increase of China's power and influence in 
cyberspace. There have been allegations that China 
is developing cyber armies and state-funded 
businesses in order to create and influence 
narratives that would perpetuate its frightening 
quest for global supremacy through economic and 
geopolitical agendas, in addition to investing in 
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-fied its space and technological capacity and how 
Pakistan being its All-Weather Strategic Partner is 
party to it. To understand the dangers and threats of 
modern IW weapons and how it has transcended into 
much complexed psychological warfare impacting 
the civil liberties and social fabric of the society. 

Chinese executive. This is based on the knowledge 
that developing a force capable of winning wars 
requires innovative technology advancements and 
defence policies. For the People's Liberation Army 
(PLA), control of the electromagnetic, cyber, and 
space realms is essential to winning a conventional 
conflict. In order to equip the PLA with the capability 
to conduct integrated joint operations and fight and 
prevail in the future's informationized (Kristensen & 
Korda, 2019), if not intelligentized, battles, a 
Strategic Support Force was established in 
December 2015.

The People's Republic of China (PRC) 
commemorates the anniversary of its founding on 
October 1. The People's Liberation Army (PLA) 
executed a well planned display of strength during a 
military parade, displaying many of its key weapon 
systems. China focused on building "informationized 
armed forces" and gaining technical supremacy 
(Robert P., 2019), according to propaganda used 
during the parade. In fact, a large number of the 
systems spotted on October 1 appear to be designed 
to strengthen China's conventional precision attack 
and intelligence, surveillance, and reconnaissance 
(ISR) capabilities.

The People's Liberation Army (PLA) started a series 
of ongoing reforms in late 2015 that have significant-

-ly altered its organisational culture, war fighting 
strategy, and structure. Undoubtedly, the formation 
of a single Strategic Support Force (SSF) [zhanlüe
zhiyuan budui,] is among the most significant 
reforms. The PLA services and its former general 
departments have contributed to various space, 
cyber, and electronic warfare (EW) capabilities to this 
force. (Kania & Costello, 2020)

Over the past three decades, China's perspective on 
the interconnected space, cyber, and 
electromagnetic domains—the primary functional and 
combat areas for the Strategic Support Force—has 
significantly changed. The 1991 Persian Gulf War, 
which, in China's opinion, showed that "the new 
revolution in military affairs had advanced from 
theoretical research into the phase of 
implementation... lifting back the curtain on 
informationized warfare," was recognised and 
studied in the 1990s (Fravel, 2017). Chinese military 
planners' perspectives on the future of warfare and 
their awareness of their own vulnerabilities were 
radically altered by the lessons learned from the Gulf 
War, which resulted in a long-lasting shift in Chinese 
thought regarding the strategic value of information 
in conflict (Fravel, 2015).

Information warfare includes gathering tactical 
intelligence, ensuring that one's information is 
accurate, disseminating propaganda or false 
information to manipulate the enemy and the public, 
lowering the calibre of the opposition's intelligence, 
and denying the opposition the chance to gather 
information. Psychological warfare and information 
warfare share many similarities. The main tool of 
information warfare is information gathering.

08
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Reference: (NDU Press, 2018)

China is making BeiDou available to the entire world 
as an open system at no cost, with high levels of 
accuracy that are essential for the infrastructure of 
the commercial and armed forces in space. It offers 
spatial accuracy and aids in internet control.

According to the Belt and Road Initiative (BRI), 
BeiDou is conceptually a part of China's "Information 
Silk Road" (Xinhua, 2020), a division of its land and 
marine silk routes (The People Republic of China, 
n.d.). With its BeiDou space system, which offers 
navigation to aircraft, submarines, missiles, as well as 
commercial services relying on such navigation, 
China is now able to expand its influence in a 
multidomain environment (land, sea, and space). The 

Information Silk Road, which includes BeiDou and 5G 
networks, is promoted to international audiences by 
China's Ministry of Industry and Information 
Technology as a fully self-sufficient technological 
infrastructure that anticipates living in the 21st 
century (Xinhua, 2020b). The majority of this 
Chinese information infrastructure is made up of 
undersea cables, links supported by space, and other 
terrestrial links.

According to the Belt and Road Initiative (BRI), 
BeiDou is conceptually a part of China's "Information 
Silk Road" (Xinhua, 2020), a division of its land and 
marine silk routes (The People Republic of China, 
n.d.). With its BeiDou space system, which offers
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navigation to aircraft, submarines, missiles, as well as 
commercial services relying on such navigation, 
China is now able to expand its influence in a 
multidomain environment (land, sea, and space). The 
Information Silk Road, which includes BeiDou and 5G 
networks, is promoted to international audiences by 
China's Ministry of Industry and Information 
Technology as a fully self-sufficient technological 
infrastructure that anticipates living in the 21st 
century (Xinhua, 2020b). The majority of this 
Chinese information infrastructure is made up of 
undersea cables, links supported by space, and other 
terrestrial links.

According to the Belt and Road Initiative (BRI), 
BeiDou is conceptually a part of China's "Information 
Silk Road" (Xinhua, 2020), a division of its land and 
marine silk routes (The People Republic of China, 
n.d.). With its BeiDou space system, which offers 
navigation to aircraft, submarines, missiles, as well as 
commercial services relying on such navigation, 
China is now able to expand its influence in a 
multidomain environment (land, sea, and space). The 
Information Silk Road, which includes BeiDou and 5G 
networks, is promoted to international audiences by 
China's Ministry of Industry and Information 
Technology as a fully self-sufficient technological 
infrastructure that anticipates living in the 21st 
century (Xinhua, 2020b). The majority of this 
Chinese information infrastructure is made up of 
undersea cables, links supported by space, and other 
terrestrial links.

Previously, many PLA units relied on GPS, but Beidou 
terminals now seem to be spread out more widely 
throughout the PLA, offering capabilities that the 

Chinese military had not previously had access to 
(Putting Precision in Operations: Beidou Satellite 
Navigation System, n.d.). Only the Pakistani Armed 
Forces have received full access to BeiDou's military 
capabilities so far, besides  the Chinese government 
or People's Liberation Army. Since 2014, soon after 
Premier Li Keqiang's visit in 2013, the Pakistani 
military forces have made use of it (Abi-Habib, 2018).

However, the strategic relationship in space between 
China and Pakistan has been strengthened. As the 
BeiDou system promises improved internet and 
navigation technology with a hundred times more 
precision, Pakistan decreased its reliance on the 
GPS. Now that a substitute is available and comes 
from a more trustworthy friend, Pakistan may not 
even choose GPS (Malik, 2022). Additionally, it will 
result in reduced GPS interference and manipulation. 
Of course, the military aspect cannot be disregarded 
because BeiDou only expands Pakistan's capabilities 
while also making it possible for rockets to be 
targeted with nuclear and conventional weapons. It 
has played a significant role in Pakistan's missile 
guidance and satellite communication systems.

By utilising the BeiDou navigation system, the Raad II 
cruise missile, Ababeel ballistic missile, and Babur 
cruise missile can increase their precision, accuracy, 
and lethality. With the aid of some 55 satellites, 
Pakistan has access to round-the-clock surveillance. 
Similar to this, the Pakistan Air Force's JF-17 fighter 
jet is propelled by the BeiDou location and navigation 
system. Technology that travels at 20,000 km and 
above the Earth's surface cannot be readily 
destroyed or even interrupted. Therefore, attempting 
to do so could be both expensive and fruitless. In 
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addition to breaking space law, it might also incite 
China to take harsh action. This implies that, in the 
event of a conflict, Pakistan's missile delivery system 
would essentially be unaffected (Saeed Minhas, 
2018).

This enhances the credibility of Pakistan's full 
spectrum deterrent. BeiDou offers services for both 
commercial and military uses as a dual-type 
navigation system. The military services are 
restricted or require a license, but the commercial 
services are freely accessible to the general 
population. For transportation, agriculture, fishery, 
rescue operations, hydrological monitoring, weather 
forecast, disaster management and relief, land 
mapping, public security, farming, digital 
development, and smart port projects, Pakistan 
stands to gain significantly from this system. It is well 
understood that information warfare is just as 
complex as traditional combat. It entails a wide range 
of strategies, tactics, weapons, and defenses. Many 
would argue that the information warfare subset of 
themes described above leaves out key national 
security risks. However, what we have now is plenty 
to keep our military occupied for a long time.

Because of the large variety of information-sharing 
technologies and strategies that are currently 
accessible, information warfare can take many 
different forms in modern conflict and be utilised to 
influence a variety of audiences. Here (Baptista & 
Gradim, 2020) are a few instances:

Transmission on the radio, internet, and television 
can all be obstructed.
Media such as television, the internet, and radio 
can be used to spread misinformation, and social

     media, the internet, movies, and online movies can       
      all be used to influence public opinion.

Overloading is a strategy for preventing the 
opponent from receiving information, both in military 
and non-military contexts. The enemy's 
communication system will crash or have its ability to 
transmit information significantly reduced if you 
send it more data than it can handle. The system is 
overworked and unable to provide those who need it 
with crucial information. This is referred to as a 
"denial of service" assault, commonly known as 
DDOS (Distributed Denial of Service) attacks, and it 
has been proven to be both easy to execute and 
effective (Thibodeau, n.d.).

The precise methods employed by governments to 
propagate misinformation online, such as trolls, bots, 
influence campaigns, hacking and smear operations, 
fake news, and influence campaigns. They are the 
digital extension of Cold War propaganda strategies, 
so it shouldn't come as a surprise that state 
propaganda can smuggle self-serving narratives into 
fringe social media platforms like alt-right subreddits 
and far-left Twitter threads. After all, this was how 

Networks for logistics can be shut down.
Enemy communications networks, particularly 
current online social communities, can be shut 
down or faked.
It is possible to sabotage stock market 
transactions using electronic means, the 
disclosure of private information, or the 
dissemination of false information.
The use of webcams, drones, and other types of 
surveillance equipment
Communication Management
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the Cold War operated in more traditional media. 
Although these scenarios acknowledge the crucial 
role of civilian support, they frequently characterise 
civil society in terms of passivity and view social 
media as a favourable environment for state-
controlled information flows.

The use of deception in the conflict: According to 
these assessments, the online conflict is being fueled 
by state agents engaged in "hybrid warfare," which 
combines traditional deterrence utilising guerrilla 
tactics and information warfare. The civilian 
population is important in these conceptualizations, 
but it is still seen as something that can be readily 
controlled.

While looking into, Russia & Ukraine hybrid warfare, 
we came across this finding that explain, citizens use 
social media to generate, consume or distribute false 
information, contributing to a new order ‘where 
disinformation acquires a certain authority’ (Mejias & 
Vokuev, 2017). However, the report offers limited 
evidence on  who  these citizens are, and  how  they 
relate to state elites or media. 

4.1.  CPEC & Regional Perception Management
Since IW has become the face of the conflict in this 
ICT driven world, Pakistan feels vulnerable to direct 
or indirect conflict and is threatened by the 
environment of hybrid warfare created by the arch 
rival, India. This element of the fifth-generation 
warfare has created the environment of exercising 
control and power on other nation states. The deep 
structural enhancements, technological 
developments and advancements in internet of 
things (IoT) has harnessed the modern warfare 

between Pakistan and India. It empowered 
government and nation to destabilise other 
government and nation by garnering soft power 
through influence operations. The conductors are 
often the non-state actors engaged on the behest of 
protecting interests of governments and nations. It is 
important to note that social media along with the 
traditional media plays a key role in propagating 
misinformation, disinformation, mal-information, 
influence operation and foreign interference as the 
public opinion is the most prized commodity in this 
age of information. Today, the conflicts are hugely 
taking place in the realm of social media through 
information, propaganda and narrative building 
(Patrikarakos, 2017). Internet is perceived as quick,
instant, meticulous and global which makes it the 
battleground, indispensable to governments, military 
and armed groups. It is congruent to the conflict. 
Moreover, the attention of every individual on 
internet is perceived as an instrument or resource by 
countries and nation states and is treated  “like a 
piece of contested territory” (Singer & Brooking, 
2018). To put this context into perspective, India was 
accused to launch an offensive Information 
Operation (IO) around  China- Pakistan Economic 
Corridor (CPEC) in order to deter the development of 
the project. A popular narrative in the information 
warfare suggested that India has been against the 
Corridor as the country considers CPEC to be a 
threat to its sovereignty. So to deter and derail the 
development of CPEC, the known offensive IO 
tactical India was the extensive use of social media in 
an attempt to spread massive disinformation around 
the Corridor. Pakistan believes that this created an 
environment of mistrust between the government 
and the locals who believed that the Corridor is an 
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attempt of annexation of resources. Pakistan 
government believes that this attempt along with the 
proxies like Balochistan Liberation Army (BLA) were 
used to jeopardise the development of the CPEC 
through nationalistic hue and cry (Democracy Now). 
It is important to note that BLA is an outlawed 
organisation in Pakistan (Sharma, 2021).

4.2.  Positive Media Coverage on CPEC
This case study presents a different understanding of 
digital mis/dis/information by examining the role and 
extent of citizen engagement with state and state 
officials in order to whitewash the corrupt trends and 
traits.

Along with agreements between news organisations 
to share content, Chinese and Pakistani reporters 
also attend training sessions that are hosted by 
China. Journalists from Pakistan's public news 
agencies and commercial media outlets often 
participate in short-term or lengthy training 
programmes in China as part of this outreach 
initiative. China may encourage these local actors to 
generate positive narratives about the CPEC and its 
beneficial effects on people's lives by educating 
Pakistani media and building and fostering 
connections with them (AFP, 2017).

Local Pakistani journalists are sponsored by the 
Chinese Embassy in Pakistan to take brief training 
courses at prestigious Chinese universities like 
Renmin University of China. More than twenty media 
delegations from Pakistan visited Chinese 
institutions of higher learning in 2018 alone. This 
strong cooperation between Chinese and Pakistani 
media organisations was emphasised throughout 

these media visits and training sessions in China, 
ultimately increasing governmental ties and inter-
group understandings on issues like trade, energy 
infrastructure, and culture (Daily, 2018).

Many Pakistani journalists are interested in being 
nominated for such training courses and 
international trips because they can meet people in 
the Chinese government and other sources and so 
they can build skills that are useful. Despite the fact 
that several institutions in Pakistan have 
departments of mass communication, they lack the 
knowledge and state-of-the-art equipment 
necessary to develop competent and qualified media 
people. The training sessions concentrate on giving 
foreign journalists modern technical know-how and 
instruction on China's development model (Rehmat, 
2019).

There are significant implications for the larger 
China-Pakistan relationship from the growing 
exchanges between Pakistani media outlets and 
Chinese news agencies as well as from training 
programmes for Pakistani journalists in China (Wolf, 
2020). It calls into doubt the neutrality of Pakistani 
media reporting on CPEC projects and their effects 
on the local population and economy, leaving less 
room for opposing viewpoints. Despite these 
difficulties, the CPEC's secrecy and the effects of 
some of its projects on long-term environmental 
sustainability continue to be issues that the Pakistani 
media occasionally criticizes (Ali, 2020).

4.3.  The Rise of the Social Media Outreach:
On social media platforms, Chinese and local 
Pakistani media figures are working cooperatively
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to promote a favourable perception of the CPEC and 
the China-Pakistan relationship. The age range of 
Pakistan's social media users, who are primarily men, 
is between thirteen and forty-four. Twitter is used by 
roughly 16% of Pakistanis who use social media in 
April 2021. Even though Facebook is used by 79 
percent of social media users in Pakistan, this 
percentage is dropping while Twitter usage is rising 
(Kemp, 2021).

Due to Pakistan's youthful population, social media 
has become an excellent platform for Chinese 
organisations to promote the China-Pakistan 
relationship and the CPEC, share Chinese ideas, and 
foster public participation. The Chinese diplomat 
Zhao, who worked in the Chinese Embassy in 
Pakistan from 2015 to 2019, best exemplifies this 
strategy. He was one of the first Chinese 
ambassadors to get a Twitter account and became a 
frequent user, making him a pioneer in Chinese 
digital diplomacy. Using the hashtag 
"#AskLijianZhao," which he established to dispel 
myths about the CPEC, Zhao gained notoriety in 
Pakistan in 2017. Zhao made himself available to 
common Pakistani citizens through live Twitter Q&A 
sessions and promoted Chinese CPEC-related 
interests (Rao, 2017).

Zhao has publicly advocated what he perceives as 
legitimate Chinese national interests, in contrast to 
many other Chinese diplomats who continue to use 
prudence and constraint on social media (Rao, 2017). 
Zhao engaged in a number of public altercations with 
prominent local journalists and American diplomats 
while he was in Islamabad (Huang & Wang, 2019). 
Zhao gained a devoted following among Pakistani 

social media users despite being seen as an 
illustration of China's increasingly macho "wolf-
warrior" diplomacy in the West and by liberals in 
Pakistan (Afzal, 2020). Many of these followers are 
young Twitter users from Pakistan, for whom Zhao 
stands in opposition to what they see as Western 
propaganda against China and Pakistan (Shepherd & 
Zhou, 2020).

Zhao has maintained a devoted following in Pakistan 
thanks to his social media activity and presence both 
during and after his time there. Zhao has become 
well-known in Pakistan thanks to these efforts. Zhao, 
a representative for the Chinese Ministry of Foreign 
Affairs, hasn't stopped tweeting about his love for 
Pakistan. For instance, Zhao tweeted on Pakistan's 
National Day in 2021, "As a diplomat, I twice spent 
more than eight years in #Pakistan. I'm a fan of 
Pakistan. Hello and happy #PakistanDay to you! 
Pakistan-China dosti zindabad! [Long live friendship 
between Pakistan and China!] (Times, 2021) He had 
about 950,000 followers on Twitter as of mid-May 
2021. (Lijian, n.d.).

Chinese businesses, particularly state-owned 
enterprises (SOEs) engaged in CPEC projects in 
Pakistan, have gotten used to using Twitter, 
Facebook, LinkedIn, and other social media sites. 
These businesses provide monthly updates on 
ongoing projects and emphasise the benefits of the 
initiatives for Pakistan's domestic economy and the 
communities in the surrounding area. Local Chinese 
company employees frequently use LinkedIn and 
Twitter to highlight their job and how they contribute 
to Pakistan's economy. Dosti Channel FM 98 and 
Xinhua's Urdu service, among other Chinese media
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agencies, frequently tweet in Urdu (Philsandberg,
2021). The Dosti Channel FM 98 is a cooperative 
venture between Radio Pakistan and China Radio 
International, much like the content-sharing 
agreements and partnerships with local media 
outlets that the Xinhua News Agency has with other 
news organisations. The channel was launched in 
2017, with the daily broadcast for local listeners.

The Pakistani government has also been active on 
social media to promote a favourable image of the 
CPEC (Ahmed, 2018). Government representatives, 
departments like the Ministry of Planning, 
Development and Special Initiatives, and Radio 
Pakistan have all used Twitter to promote Chinese 
goodwill and cast a positive light on the CPEC by 
emphasising the advantages of the economic 
corridor's investment in Pakistan's infrastructure and 
human capital development.

A study published in Pakistan Journal of 
Multidisciplinary research compiles the mentions of 
China-Pakistan Economic Corridor (CPEC)   in 
December  2017, in social  media  and concluded that 
10618 times were mentioned by users. It shows that 
numerous social media websites were extensively 
used for posts about CPEC, with Facebook and 
YouTube receiving 18% and 21%, respectively, of the 
total (31%, 3299), Twitter receiving 23% (2545), and 
so on. The findings also indicate that social media 
platforms like Twitter, Facebook, and YouTube were 
heavily used to spread information on CPEC (Ullah et 
al., 2020).

The Chinese Embassy and Chinese businesses have 
been using Twitter more frequently during the 

pandemic to promote their financial support for the 
Pakistani government. They frequently publish 
pictures of representatives from the Chinese 
Embassy or Chinese SOE giving their Pakistani 
counterparts masks and other PPE. Pakistan was 
also among the first countries to receive COVID-19 
vaccinations made in China (Wu & Gelineau, 2021). 
The Chinese Embassy has frequently praised this 
support on Twitter, and local social media users have 
enthusiastically disseminated such news (Power 
Plant, n.d.).

4.4. 15-Year Long Coordinated Smearing Campaign
Last but not least, role of India in the region, in 
propagating IW cannot be ignored as it is adding 
more confusion to the existing narrative. This can be 
viewed in light of the ‘Indian Chronicles’, a 15-year 
long well-coordinated smearing campaign against its 
archenemy, Pakistan, debunked by EU DisinfoLab. As 
per their website, ‘EU DisinfoLab is an independent 
non-profit organisation focused on tackling 
sophisticated disinformation campaigns targeting 
the EU, its member states, core institutions, and core 
values’ (Home, n.d.).

According to the report, ‘Indian Chronicles’ (Machado 
et al., 2020), a lengthy information operation that 
has lasted for fifteen years and is still continuing on 
today was started in 2005 by the Srivastava Group 
and intensified by ANI.

The goal of the operation is to delegitimize countries 
in Asia that are at odds with India, particularly 
Pakistan but also, to a lesser extent, China. Its long-
term goal is to  Strengthen sentiments in favour of 
India and against Pakistan (as well as against China). 
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Secondly, to increase India's influence and improve 
its image, harm the reputation of other nations 
globally, so to  ultimately gain more backing from 
international organisations like the EU and UN.

The operation includes the  support for think tanks 
and NGOs that work for minority and human rights.   
Using members of the European Parliament to 
falsely claim that European institutions are 
supporting these minority groups, favouring Indian 
interests and opposing Pakistani objectives (and 
China).

An active presence in Geneva and the UN Human 
Rights Council through side-events and protests in 
favour of minority rights; as well as posing as defunct 
UN-accredited NGOs or using speaking slots allotted 
to different NGOs whose initial purposes appear to 
have no connection to one another.

The startling discoveries included:
10 or more UN Human Rights Council-accredited 
NGOs, many of which had been revived;
The resurrection of Prof. Louis B. Sohn, a well-
known human rights activist who had died in 
2006;
Several identity thefts, including the use of Martin
Schulz's name as the former president of the 
European Parliament or James Purnell's picture 
as a former UK government minister;
550+ domain names registered; 
750+ phoney media outfits operating in 119 
different nations.

Some crucial unpacking from the report mentioned 
about the 10 UN-accredited NGOs controlled by the 
Delhi conglomerate, Srivastava Group, out of which 
nine were “resurrected” and most of them speak 
regular in front of United Nations Human Rights 
Council (UNHCR) (Hussain & Menon, 2020).

The Commission to Study the Organization of Peace 
(CSOP), the first NGO the group revived, is one of 
these organisations. It was established "during World 
War II to encourage the establishment of a United 
Nations as the failed League of Nations' successor." 
Beyond appropriating the idea of peace, the network 
revived Professor Louis B. Sohn, who is known as the 
"Grandfather of International Human Rights Law in 
the US" and a past chairman of the CSOP. In 2006, 
Louis Sohn passed away. After his passing, his name 
was used to create a web domain, and he is recorded 
as having attended an event in Washington, DC, in 
2011 that was put on by the Institute of Gilgit-
Baltistan Studies and participated in a UNHRC 
session in 2007 as well.

The International Club for Peace Research (ICPR) is 
another NGO that the research discovered exploiting 
the theme of peace and human rights. In 2009, this 
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African organisation was revived, and Indian 
Chronicles pretended to be it until 2012. It was used 
to plan rallies and protests, as well as to talk about 
Pakistan at the UNHRC. We can witness a complete 
hijacking of the idea of peace on Indian Chronicles' 
old website, where a quote from Mother Teresa was 
finally used to criticise Pakistan. The domain name 
was registered using the identity of the founder of 
the actual ICPR, who has been employed by the UN 
since 2000.

The list goes on. The World Environment and 
Resources Council (WERC) is the next defunct NGO 
that the network has revived. This organization's 
name is currently exploited in the media to protest 
the building of a dam in Pakistan in addition to 
"speaking" at the UNHRC. Here, the organization's 
name creates the false impression that the World 
Sindhi Congress, which in fact gives a speech at the 
UN, has widespread backing from the 
environmentalist civil society.

At the UNHRC, these NGOs are primarily represented 
by students. According to Luis Lema in Le Temps, 
these students received 200 Swiss Francs (186 EUR) 
in cash for speaking before the UNHRC, and they 
were only given the material they had to read a short 
time before their interventions (Lema, 2020). Nicolas 
Quenel and Antoine Hasday describe in Les Jours 
how these students were hired and paid in cash using 
a proxy recruiter . (Hasday & Quenel, 2020). 
Speaking at the UNHRC was simply another student 
job, which is not how we feel it should be.

In words of EU DisinfoLab, “On this Human Rights 

Source: (Alexandre Alaphilippe, et al., 2020)

Day, we believe that the international community has 
a responsibility to act, before the UNHRC is – 
unfortunately and with severe consequences for the 
authentic human rights agenda – considered to be 
nothing more than a farce. These words will sound 
strong for some, but we could not find any better to 
describe the fact that the Canners Permanent 
International Committee- an organisation specialised 
in promoting canned foods which ceased to exist in 
2007 – is paying students in cash to criticize 
Pakistan at the United Nations, in 2020.” (Home, n.d.)

5.  Conclusion
After the assessment of the structure of SSF, its 
commanding units, the reporting around CPEC and 
the well-coordinated mis/dis/mal/information 
campaign unearthed by The EU DisinfoLab, it is 
evident that the scope of Information Warfare is dark 
and future is grim in Pakistan. The exploitation of the 
miseries of the vulnerable group by foreign actors to 
gain certain geo-political advantage over the enemy 
countries is only going to hurt the real cause. Such 
well-coordinated campaigns built on the human 
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psychology is somehow targeted towards the civil 
society actors who, in actual are dedicated to serve 
the cause and to reduce the sufferings of the 
vulnerable groups. In order to discourage such 
campaigns, it is imperative to build knowledge-
economy and a database of such incidents.
Mainstream the fact checking tools so that 
journalists, civil society and even citizen would be 
capable enough to dig into the truth and are
sufficient enough to verify the facts. According to 
Google's internal studies, "around 40% of young 
people when they're looking for a restaurant for 
lunch don't go to Google Maps or Search, they go to 
TikTok or Instagram," said Google senior vice 
president Prabhakar Raghavan at the Fortune 
Brainstorm Tech Conference (Delouya, 2022). 
Therefore, fact checking and debunking should be 
adopted and be offered as an API by not only the 
search engines, but by all social media platforms.   
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