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Digital Superhighways in South Asia: Pakistan Perspective

Executive Summary
With the People's Republic of China's (PRC) 
extensive Belt and Road Initiative (BRI) taking centre
stage as a new template for global economic 
ordering. The PRC's developing position in global 
governance in the twenty-first century has grown in 
prominence. The BRI includes a wide range of 
infrastructure initiatives that will improve the flow of 
people, products, capital, and energy between China 
and nations like Vanuatu and Venezuela by building 
linkages over land, water, and even space. Building 
digital supplements branded as the "Digital Silk 
Road" (DSR) (Shuzi Sichou Zhilu) in addition to its 
traditional infrastructure projects has been done to 
provide connectivity for cross-border data and 
communication flows. On the discourse of Global 
Internet Governance, China has been advocating for 
“cyber sovereignty” with emphasis on “data 
sovereignty” for its digital governance regime to 
legitimize governmental controls over data flows. 
Through the DSR, Chinese companies are 
increasingly providing the digital infrastructure that 
is essential to any regime of data governance, 
according to DSR. The idea of "data sovereignty" may 
be especially alluring to developing nations with 
rising need for such infrastructures. Digital 
connectivity is provided by the DSR along the China-
Pakistan Economic Corridor (CPEC), and Chinese 
technology firms are working on a number of safe 
city initiatives in Pakistan. Meanwhile, Pakistan's 
legal framework for data governance is deficient in 
safeguards vis-à-vis fundamental freedoms including 
civil and political rights and, like China, places 
national security above individual citizens' data 
privacy.

1.  Introduction
1.1. Pakistan's internet landscape – Past, Present & 
Future

The internet has been changing the global landscape 
since the time of its inception and so is 
revolutionizing the Pakistani landscape from the 
time the first broadband connection was launched at 
the turn of the century in 2001. Since then, Pakistan 
is on its way to exploring its digital potential and has 
a Digital Pakistan policy (Ministry of Information 
Technology & Telecommunication, 2018) which in 
action trying hard to increase its digital footprint. 
Pakistan has one of the largest young populations in 
the world, as 64 per cent of the nation's youth is 
below the age of 30 and that alone translates into 
the critical demand for holistic and inclusive 
digitization plans by the government. Making high-
speed internet access for all is the basic necessity
for human and economic development and Pakistan 
was the first country to adopt the Sustainability
Development Goals (SDGs) through a unanimous 
resolution of the Parliament of Pakistan. Under SDG 
9. c, Pakistan is committed to "significantly increasing 
access to infrastructure and technology and must 
strive to provide universal and affordable access to the 
internet" to all its citizens (SDG Pakistan, 2022).

However, UNDP's report on 'Development Advocate 
Pakistan: Empowering our Youth' (2020) shares 
staggering data on youth, which doesn't show a
promising picture. It says that 4 million youth attain 
working age every year, whereas only 1 million jobs 
are added annually (UNDP Pakistan, 2020). The grim 
reality is that 30 per cent of youth is illiterate while 
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77 per cent of them are drop-out of school. Pakistan 
Institute of Development Economics (PIDE) also 
shared data on youth unemployment in Pakistan, 
which claims that "over 31 per cent of youth with 
degrees, including professional ones, are 
uneducated, with women at 51 per cent and men at 
16 per cent". The report also mentions that despite 
so much talk about the demographic dividend, there 
are fewer opportunities created for the youth. So, it 
will take more or less a decade for youth to get 
employed (Haque & Nayab, 2022).

Considering this situation, it is important to 
understand that the youth in Pakistan has fewer 
opportunities to realize their potential and get their 
voices heard. To top it off, the country shows huge 
marginalization towards the inclusive internet as it is 
widely accessible to the urban population of the 
country. Pakistan's internet population is almost 53% 
(PTA, 2022), while around 76% of them live in 
Karachi, Lahore, and Rawalpindi/Islamabad (Google 
South Asia, 2021). Pakistan was ranked bottom to 
quartile, 90 out of 120 countries, in the Inclusive 
Internet Index 2021 (Economist Impact, 2022).

To overcome this disparity and to build on its 
demographic dividend, Pakistan's need of the hour is 
the availability of egalitarian internet, and digital 
infrastructure, which is all-inclusive and provides 
stable coverage and connectivity with affordability. 
To be precise, Pakistan needs a highly open 
information infrastructure, supports diversity, and is 
decentralized and egalitarian so that more people 
can make much more money (Staff, 2015), and it 
further creates opportunities for civic participation 
from all strata, age groups, ethnicities, and cultures 

(OGIP, 2020). Given that, a digital ecosystem should 
be built where the youth can take advantage of 
global connectivity and be a part of the digital 
economy. The draft of the National Broadband Policy 
2021 also kept "Inclusivity & Accessibility" at the 
heart of the policy by defining it as the first pillar. It 
declares "broadband as a utility" and vows to bring 
internet connectivity and speed at par with the 
world, which is moving towards 5G, 6G, and a new era 
of connectivity (Ministry of Information Technology & 
Telecommunication, 2021).

To serve the country's interest, Pakistan is facilitating 
China in building its cross-continental digital 
superhighway, which will run through Pakistan. The 
country believes (Finance Division, 2021) that 
China's "Digital Silk Road" will be instrumental in 
putting the nation on the global internet landscape 
via fibre optic cables and submarine communication 
cables which will run through Pakistan's land and sea. 
As a part of the China-Pakistan Economic Corridor, 
the fibre optic cable will be laid down from Khunjarab 
to Gwadar Deep Sea Port and from Gwadar, the 
undersea cable will connect to Africa, the Middle 
East and Europe via the Mediterranean Sea.

Source: (Monitor, 2021)
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Source: (TeleGeography, 2022)

1.2.  Existing Submarine Cables in Pakistan
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1.3.  Upcoming Submarine Cables in Pakistan

and the biggest recipient of China's ambitious Belt & 
Road Initiative (BRI) provides the implementation 
ground for it under the flagship, China-Pakistan 
Economic Corridor (CPEC).

BRI is a pivot to China's transition from regional to 
global power and Pakistan plays a vital role in 
offering a conduit in connecting China's westernmost 
province of Xinjiang which was relatively remote but 
rich in resources, to the Arabian Sea through a $62 
billion corridor. However, it is important to note that 
transparency has always been a challenge when it 
comes to any kind of news related to China, which 
alone can be seen and gauged that the worth of 
CPEC is conflicted and is reported as between $50 
billion to $62 billion by different sources (Staff, 
2020; Aamir, 2021; Siddiqui, 2017; Prasso, 2020). 
Around 126 countries and 29 organizations in the 
world have signed the Memorandum of 
Understanding (MoU) with China and have joined BRI 
(Leyton, 2020), and CPEC will be instrumental in 
cross-continental connectivity by shortening the 

Pakistan believes that the Digital Silk Road, which 
was unveiled in 2015, connects nations all over the 
world with cutting-edge IT infrastructure, fibre-optic 
cables, data centres, 5G networks, cloud solutions, 
and smart cities (NDU). Therefore, the 5G wireless 
network deployment under China's Belt & Road 
Initiative will help bridge the digital divide in the 
country by providing an environment for 
communication and connectivity which in turn will 
develop and flourish the information and technology 
ecosystem in the country. However, incongruity to 
this popular narrative the end goal is far greater than 
just bridging the digital divide which the research 
aims to unfold and present an in-depth analysis of it.

2.  LITERATURE REVIEW
2.1. Pak-China All-Weather Friendship Turned 
Partnership & CPEC
Pakistan having longstanding bilateral relationships 
with China witnessed an expansion from the defence 
to the economic sphere and is now further moving 
into the digital sphere. Pakistan being the signatory, 
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routes to 69 countries and economies that are a 
signatory of BRI while working as an energy 
transport corridor. (Nedophil, 2022).

China introduced the 'Digital Silk Road' (DSR) under 
BRI by the National Development and Reform 
Commission, Ministry of Foreign Affairs and Ministry 
of Commerce of the People's Republic of China with 
the catch to offer new avenues of technological 
transformation for developing economies. Under 
CPEC, Pakistan became a recipient of the early-
harvest project of 822 kilometres long Cross-Border 
Optical Fiber Cable (OFC) worth $44 million and was 
laid down between Pakistan-China borders, 
Khunjarab Pass to Rawalpindi as Phase-I. The 
groundbreaking of the project took place in 2016, 
and the project was completed in 2018 while the link 
is now operational (CPEC Authority, n.d. (c)). 
Engineering, procurement, and construction work of 
OFC were carried out by Huawei Technologies, 
whereas it aimed to be operated jointly by China 
Telecom and Special Communications Organization 
(SCO). In Phase II, OFC is aimed to be deployed 
between Rawalpindi, Karachi, and Gwadar along the 
CPEC routes with the landing station at Gwadar and 
Karachi, which will link with international submarine 
optical fibre. The estimated worth of the project is 
said to be the US $236.97 million. This aims to 
provide secure and uninterrupted communication 
between Pakistan's northern and southern borders 
along the corridor and will facilitate the security 
forces deployed alongside the trade route for 
protection. The 7,990-kilometer-long network is said 
to ensure the provision of high-speed broadband 
internet to the local population in remote and 
unserved areas. The project is clearly said to have 

"strategic security dimensions besides meeting end-
to-end connectivity requirements" (News Desk, 
2022).

Source: (Peace Cable, 2019)

Pakistan is said to be a critical player in facilitating 
China's ambitions to become the major tech 
infrastructure supplier to Africa, Asia, Europe and the 
Middle East and for revolutionizing the global digital 
infrastructure. The cross-border fiber optic cable 
between Pakistan and China was instrumental in 
setting up the DSR, serving the geostrategic
interests of the host country as it connects to the 
submarine cable in the Arabian Sea and to serving to 
BRI countries and Europe. Observers interpret this as 
a calculated strategy to sidestep global 
telecommunications alliances that are dominated by 
Western and Indian corporations (Haq, 2021). Under 
DSR, Pakistan & East-Africa Connecting Europe 
fibre-optic cable (PEACE Cable) was initiated which is 
said to be a 12,000 kilometre long submarine fibre-
optic cable, connecting mainland China to PEACE via 
OFC Phase-I and Phase-II. The PEACE Cable is said 
to ease the network latency by adopting express 
direct 
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route connectivity to provide cost-effective high-
speed broadband internet to developed and 
developing economies. PEACE Cables is said to be a 
privately owned submarine cable by Hengtong Group 
(Peace Cable, 2019), which is China's leading 
producer of advanced submarine-grade cable. 
However, Hengtong Group is founded by an ex-
Chinese Army officer (Varvelli, 2021), Cui Genliang 
(Hengtong Group, 2021) who is also Deputy to the 
National People's Congress of China (Xinhua, 2019) 
which refutes the claim of it is private-owned.

Besides that from 2019 to 2020, China extended the 
services of the BeiDou Navigation Satellite System 
(BDS) by deploying it in Pakistan's airports for 
providing "accurate timing services for the 
operations". It is termed a "notable achievement in 
digital development in BRI" by Li Yikai, Deputy 
Director of the Center for International Economic and 
Technology Cooperation, Ministry of Industry and 
Information Technology of China (MIIT) (Li, 2021). It 
is said that with the help of around 55 satellites of 
BDS, Pakistan will be able to avail uninterrupted 
surveillance which will also help the country in 
dealing with its security issues. 

Regardless of how grand CPEC projects look, some 
unfavourable aspects like ethnic differences, 
securitization of trade (as it is dependent on Pakistan 
for providing security), civil-military divide, lack of 
transparency, discrediting media, widening current 
account deficit, and the undoing of the economic 
reforms which Pakistan has undertaken under the 
International Monitory Funds (IMF) Program. CPEC 
has impacted Pakistan's domestic settings, including 
the economy, socio-political environment, and 

development model (Shah, 2018). Moreover, the 
obstruction in the availability of transparency in 
CPEC-related projects because of the nature of 
governance and politics in both countries makes it 
hard to assess and calculate the true impact of the 
projects. All these conditions, such as lack of security 
and transparency, provide a favourable environment 
for exporting China's technology and digital products 
under the DSR of BRI.

2.2. BRI Expanding China’s Technological 
Presence in Pakistan
China is known to have an Orwellian State which 
collects massive amounts of data on its citizens 
through terrifying AI-assisted mass surveillance 
structures. In the keynote piece headlined China's 
Global Threat to Human Rights, Kenneth Roth, the 
director of Human Rights Watch, accused the 
Chinese government of creating "an Orwellian high-
tech surveillance state" (Press, 2020) at home in 
addition to leveraging its expanding economic 
influence to silence opponents overseas. He claimed 
that the Chinese Communist Party is "running 
terrified of its own people" and "is worried that 
allowing political freedom would jeopardize its hold 
on power." (Roth, 2020b) Roth claimed that the 
Chinese government attempts to weaken the 
international institutions set up to defend human 
rights in order to avoid a global reaction against its 
surveillance, internet censorship, and domestic 
persecution (Roth, 2020a).

China has a gigantic database of its citizens and 
acquires by monitoring the public at all times (China 
Observer, 2022). Internet was introduced to the 
public in China in 1994; in 1996 the Golden Shield 
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project was started by the Ministry of Public Security 
(MPS) prompted by the rapid growth of 
approximately 2 million users at that time. Today 
China has an internet population of roughly 1 billion 
users (Carmichael, 2021), which gets highly 
restricted internet as the Golden Shield Project helps 
protect a massive amount of content from 'foreign 
influence' while playing a key role in maintaining 
China's 'cyber sovereignty. The project is crucially 
extended to clamp down the Virtual Private Network 
(VPN), which was used to bypass the Great Firewall. 
It is said that the project employs 50,000 people 
whose job is to maintain social order and rules 
around national security (Bloomberg QuickTake, 
2018).

No single privacy or data protection law exists in 
China to guard against the misuse of personally 
identifiable information, especially by the 
government. No court permission is required for the 
police to undertake surveillance, and they are not 
required to show any proof that the subjects of their 
data collection are connected to or engaged in illegal 
activity. Police departments are not compelled to 
publicly or privately reveal their surveillance actions
to othergovernment agencies. There are no practical 
privacy protections against governmental snooping. 
It is highly challenging for citizens to understand 
what private information the government gathers 
and how it uses, distributes, or stores their data. 
Citizens have no way of knowing if they are being 
labelled as "focus personnel," much less of 
contesting their treatment if they are, or if they are 
connected to those who are. People who attempt to 
look into government surveillance run the risk of 
being accused of crimes like "stealing state secrets."

If we do the comparison with other countries who use 
similar surveillance system, we see them not using 
mass surveillance unless they have some record with 
the law enforcement. For instance, a number of 
police departments in the US have started 
implementing predictive policing techniques to 
identify crime "hotspots" and those who are most 
likely to commit crimes. However, these systems are 
trained using data from earlier police reports, which 
could not accurately reflect the distribution of 
threats today. Instead of predicting the locations or 
individuals who are actually most involved in crime, 
what results is merely a prediction of the targets at 
which police enforcement actions are typically 
directed. (HRW, 2018)

The infamous Skynet Project (Skynet) is said to be 
the world's biggest surveillance network with 2.7 
billion cameras, boasted by the state media as "the 
eyes that safeguard China". The ubiquitous system 
has advanced global satellite positioning coupled 
with facial recognition AI technology and image 
collection capabilities. Skynet Project was initiated in 
2005 by one-party China as idea for "peacekeeping" 
in urban centres, since then it has expanded to the 
rural areas of China under the Sharp Eyes Project 
which was launched in 2015. In addition that the 
notorious Golden Shield Project, also known as the 
Great Firewall of China gathers and maintains the 
database of internet users in China and is 
instrumental in database-driven surveillance.

On top of all of this, China introduced the 
Cybersecurity Law in 2017 (Beckett, 2017), which was 
deemed controversial as it required the network 
operators, critical information infrastructure (CII), 
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and foreign technology companies to store the data 
and information of Chinese users on Chinese servers 
and give its access to MPS based on when and shall 
require. Here the network operators and CII were 
interpreted as technology companies, social media 
platforms, application creators, or any businesses 
associated with healthcare, finance, transportation, 
water conservancy, information services, public 
communication, and services. The law also 
mentioned the suspension of the business license of 
those digital or tech companies that store their data 
overseas, to which Apple responded by establishing a 
cloud computing centre in southern Guizhou 
province for Chinese users' iCloud data. Nonetheless, 
it is imperative to notice that the inter-enterprise 
method is also used for personal data collection, 
pointing out how China carried out the macro-data 
security legislation (Zhao, & Xia, 2018).

While the world is moving towards smart city 
concepts, mainly information and technology-driven 
urban centres, China is championing it and using its 
data-fusion technology to monitor the population in 
the ambit of crafting effective responses. In addition, 
China uses data-fusion technology and programs to 
run through the huge amount of data gathered 
through multiple sensors and work on different 
information. This allows China to assess highly-
detailed data, often referred to as big data of its 
citizens via surveillance systems. 

China's whole digital infrastructure, including 
satellites, surveillance cameras, and underwater 
cables, is on show in Pakistan. A concentration on 
technology and communications is being used to 
modernise China's major trade route with Pakistan.

Source: (Freedom House, 2018)

A concentration on technology and communications 
is being used to modernise China's major trade route 
with Pakistan. Compared to massive transportation 
and energy projects, digital initiatives can have lower 
upfront costs and shorter lead times. But there is a 
risk involved (Zhong et al., 2022).

The digital component of the CPEC known as DSR 
was taken into consideration and then into the
implementation phase in order to develop into the 
most robust type of connectivity. The first fiber-optic 
link between China and Pakistan, which runs from 
the Khunjerab Pass to Rawalpindi, was finished in 
2018 by Huawei Technologies. The second phase of 
the fibre project was targeting 140 unserved towns 
and union councils in Northern Sindh region, aimed
to connecting isolated communities with health, 
education, and commercial facilities in Karachi and 
Gwadar (GoP. Finance Division, 2021). Major General 
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Amir Azeem Bajwa, who was the SCO's director 
general at the time, revealed to a Parliamentary 
Committee on Information Technology in 2017 that a 
large portion of Pakistan's internet traffic was routed 
through India. This sparked worries that hacking 
could happen to confidential information. Local 
reports state that at that time Bajwa requested 
authorisation for a different network to service 
Gwadar that would not pass through India (Haq, 
2017).

All of Pakistan's main cities have Chinese 
surveillance equipment. According to research by the 
Center for Strategic and International Studies, 
Pakistan has signed more contracts with Huawei for 
"safe cities" than any other government. Cameras 
not working properly and video footage leaks have 
been issues with some of these initiatives. There are 
also allegations that devices and software have 
backdoors built in. These allegations have been 
refuted by Huawei, and the projects are still in 
progress (Claburn, 2021).

Pakistan can use China's BeiDou satellite navigation 
system, an alternative to GPS, for both military and 
civil purposes. Location services for phones, fitness 
bands, and other consumer electronics are included 
for the end-user. The BeiDou's military services, 
which are far more potent than the civilian version 
and can direct missiles, ships, and aircraft, are only 
known to be available to Pakistan as a nation outside 
of China. Although China actively promotes BeiDou 
throughout the world, particularly in the BRI nations 
and the Asia-Pacific area, its BeiDou relations with 
Pakistan are the most advanced (Abi-Habib, 2018). 
As of December 2018, Pakistan was the only nation 

authorised to use the BeiDou restricted service as 
part of a military cooperation deal with China. 
Additionally, Pakistan and China inked a 
groundbreaking agreement in 2013 to set up five 
BeiDou ground augmentation stations and one 
processing centre, allowing for increased accuracy in 
the nation (Millner et al., 2022).

One could argue that because Pakistan already 
depends so heavily on Chinese financing, these 
agreements merely serve to tighten China's control. 
However, leaning on China for digital infrastructure 
presents entirely new concerns. The influence of the 
players in control of these systems increases as more 
aspects of daily life rely on them, whether they are 
satellites, fibre optic cables, or smart cities.

2.3. Egalitarian Core of the Internet
Internet was egalitarian in its roots, traits and 
preferences (Engel, 2005). The Internet was 
considered common and used as a tool for 
egalitarian empowerment (Singh, 2015). Despite 
some caveats, the internet is egalitarian in its 
element especially when we look at the social media 
and the rise of citizen journalism. Even today it is 
driven by people who are not controlled by 
governments, militaries, markets or industries. The 
internet is transnational and has no boundary or 
geography. It doesn't require any visa to access it. 
The open-source movement, which rejects secrecy 
and centralized control and favoured transparency, 
decentralization and unrestricted sharing of 
information, is significant in highlighting the 
egalitarian core of the internet. Internet is designed 
to bypass gates and gatekeepers, it makes the 
information available for everyone, everywhere. The 
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internet makes organizing groups easier and reduces
the traditional comparative disadvantage for 
movements, making civil society a realistic option 
(Engel, 2005).

However, the egalitarianism of the internet was 
reduced to myth when it became a corporation. 
When the desire for power and profit imitated the 
relationships of control, the internet started 
becoming less free. Internet is run for profit, and 
corporations generate profits via user engagement. 
This leaves the egalitarian internet dysfunctional as 
most internet users have no say in the system that 
controls their lives. On the other hand, the fear of 
surveillance, the susceptible environment for 
disinformation, the propagation of right-wing 
propaganda through social media, the invasion of our 
privacy and the exploitation of the digital workforce 
have given rise to digital authoritarianism as 
democracy is in shambles under its influence 
(Shahbaz, 2018).

The US has been the principal patron of Pakistan for 
decades, however, the relationships between the two 
got tensed because of the Taliban presence in 
Pakistan. America accused Pakistan of giving safe 
havens to the Taliban while the Pakistan military 
accused the US of "maintaining a controlled chaos in 
Pakistan" in efforts to denuclearize the country 
(National Assembly Secretariat, 1996), which created 
a favourable environment for China to extend its 
political, financial, diplomatic and military support to 
Pakistan. The indispensable support was extended 
without threatening Pakistan's domestic, political 
and security landscape. This autonomy helped in 
gaining the country's confidence to an extent that 

Pakistan started preferring Chinese equipment and 
technology over American surveillance systems.

Even long before war on terror started in Pakistan, 
the country’s deep state works closely on 
surveillance. It has a history of tapping and 
intercepting all forms of civilian communication and 
there has been no transparency or accountability 
around it. An important participant in the worldwide 
"war on terror," the Pakistani government fought 
armed extremist groups both inside and outside of its 
borders for an extended period of time. The 
government justified communications surveillance—
including the domestic and international monitoring 
of phone and internet traffic—as being necessary to 
combat these internal and external dangers, even as 
it became less and less targeted and more pervasive 
toward regular citizens. Pakistan's intelligence 
agencies have abused their ability to monitor 
communications, particularly by snooping on 
Supreme Court judges and opposition leaders. 
Journalists, attorneys, and activists have also been 
the targets of extensive internet monitoring and 
censorship (Privacy International, 2015).

The accredited state of scrutiny and surveillance 
goes back to 1996 when the Government of Pakistan 
passed the Pakistan Telecommunication (Re-
Organization) Act (PTA) which authorized the federal 
government to intercept and trace calls and 
messages on the matters of National security 
(Wriston, 1997).

Chinese corporations help educate officials in the 
host nation on digital censorship, surveillance, and 
propaganda. Firms like Huawei and ZTE provide the
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hardware and software that allow governments to 
crack down on dissent and influence public opinion. 
Chinese technicians, for instance, have assisted the 
government in Uganda in intercepting political 
opposition communications and locating political 
opponents using mobile phone data (Feldstein, 
2020). Around the world, in nations including 
Zambia, Kazakhstan, Malaysia, Pakistan, and the 
United Arab Emirates, Huawei and ZTE have created 
similar systems (Hemmings, 2020).

Beyond Smart Cities in general, Chinese companies 
are actively selling the technologies that make up 
those cities. In Africa, Huawei is responsible for 
developing around 70% of the 4G networks. China 
Unicom and China Mobile are building a variety of 
terrestrial and submarine telecommunication 
networks throughout Africa, Europe, the Middle East, 
and South Asia (Erie & Streinz, 2022), while Alibaba 
has constructed data centres in more than 22 
nations. Huawei is also building cloud data centres in 
Pakistan and Kenya (Allison & Broderick, 2020).

In Pakistan, Joint Working Group (JWG) on 
Information Technology (IT) has been formed under 
the DSR component of CPEC in July 2022 to 
expedite the rollout of 5G technology in Pakistan 
(Report, 2022).

Currently Pakistan’s state of digital controls 
according to Freedom House are listed below:

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Source: (Shahbaz et al., 2022)
 
 
 
 
 
 
 
 
 
 
 
 
 

Source: (Shahbaz et al., 2022)
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Source: (Shahbaz et al., 2022)
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methodology is needed. Under the desk research 
methodology, the researcher conducted the all-
encompassing research for the purpose of data 
collection and evaluation of the research. The use of 
country-specific case studies has been acquired and 
evaluated under each area of study besides using 
research journals and magazines, media reports, and 
studies by national and international public policy 
institutes, think tanks, portals and policy frameworks 
for data collection.

3.1.Data Collection
The data is gathered through online mediums by 
using the desk research methodology. However, the 
researcher has also talked to a couple of subjects 
attached to the field of journalism as well as a person 
attached to a Safe City Project in Pakistan. All 
subjects shared limited information orally and in 
person under the pretext of anonymity.
 
In order to gather some data on internet 
connectivity, a WhatsApp query was generated by 
the researcher. In response to it, some respondents 
from the Gilgit-Baltistan region shared screenshots 
of internet speed from their areas.
 
3.2.Data Analysis
The data is analyzed using content analysis to 
develop an in-depth understanding of it. We used all 
the published sources, including published journals, 
research papers, newspapers, articles, and videos, to 
access the concept of China's Digital Superhighway 
and Pakistan as a direct recipient of it so that we 
understand the impact of interventions like the 
alternate internet infrastructure developed by China 
under BRI and the egalitarian access to the masses. 

3.  METHODOLOGY
The chapter aims to inform about the research 
method adopted by the researcher to conduct a 
study on the impact of China's Digital Silk Road 
(DSR) in BRI Countries, especially in Pakistan, and 
the concept, availability, and access of egalitarian 
internet for the masses in the country. The content 
analysis method was mainly used to document facts 
and figures.  The researcher has kept the historically 
documented events attached to the means of 
communication, its access, and scrutiny on the 
pretext of national security into account to present a 
holistic picture of where Pakistan is heading in 
providing internet which is safe and protective of its 
masses dividend and is egalitarian. The challenges 
faced in accessing the data, previously conducted 
studies, and reports for evaluation speaks volume of 
it.
 
Pakistan is a host and the single largest recipient of 
China's flagship project under BRI, the China-
Pakistan Economic Corridor (CPEC). The impact of 
CPEC on the socio-economic and geopolitical 
activities in the strategic pivot region of South Asia 
has been a matter of great concern for scholars due 
to the changing dynamics of the global political and 
economic scenarios. As China is seeking to exert 
more foreign influence, its activities and impact of 
seizing external opportunities prompt the need to 
study them along with its extroverted foreign policy 
critical to its expansionist policy evident in its BRI. 
Therefore, this research aims to be descriptive in its 
goal; for this, a synthesis of the existing body of 
knowledge, analysis of the historical trends, and/or 
identification of the patterns on a large scale by 
using secondary data to imply the desk research 
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critical social scientists, humanities scholars, and 
area studies experts. Around the world, and 
particularly in Asia, administrators, policymakers, 
and engineers have been hard at work constructing 
digital superhighways, cloud data centers, safe cities, 
5G broadband networks, and even brand-new 
satellite networks. With a regional focus on Pakistan, 
one of the world's fault lines of uneven development, 
the works in this research seek to characterise, 
explain, and criticise the discourse and practice of 
internet-led development.

As the internet has gotten mainstreamed around the 
world, governments, instead of making it 
transparent, free, and accessible have increased 
their surveillance and control over the content that 
the people have consumed. The United States and 
China, as the most technologically advanced 
economies are in the quest for strategic, 
multidimensional competition for power, control, and
money over all aspects of the internet and internet 
economy. And they are exercising their writ over the 
dependent economies and allies. The frequent 
reports on America's role in internet surveillance 
have made many nations desire internet governance 
in more independent, transparent, and legitimate 
venues such as United Nations, Internet Governance
Forum, and/or International Telecommunication 
Union. (28)

Pakistan, having the challenges of less-educated, 
unskilled youth dividend at home seeks out China, as 
its All-Weather Strategic Cooperative Partner, to help 
the country in achieving technical and digital 
independence. In 2015, Chinese President Xi Jinping 
announced Digital Silk Road under BRI with the help 
of an all-encompassing Public-Private Partnership 

This research is an effort to gather and analyse the 
most authentic data available on the Digital Silk Road 
of China in Pakistan. The analysis of it helped us look 
into the vernacular of the public narrative around it 
too.

3.3.Study Limitations
The available data is much skewed and is hard to 
find. Journalists in Pakistan are lip-tight on CPEC. 
One journalist attached to a leading economy 
section of a newsgroup shared on the pretext of 
anonymity with the researcher that as recently as 
December 2021, we have been asked not to do any 
reporting on CPEC unless shared by the Government 
authorities or by formally assigned Stakeholders. 
Besides, the researcher wished to conduct 
quantitative research by surveying in order to gain 
firsthand knowledge from the respondents affected 
by the BRI and CPEC; nonetheless, the study is time-
bound. Therefore, the researcher was unable to carry 
out quantitative research. These aspects have posed 
an excessive limitation to the study.

4.   Findings and Analysis
In discussions about globalisation, unequal 
development, socio-environmental justice, state 
formation, and political ecology, critical 
infrastructure researchers are making their voices 
heard. The politics of internet and data has attracted 
renewed interest over the last ten years. The launch 
of China's expansive Digital Silk Road under the Belt 
and Road Initiative in 2015 served as a catalyst for 
these in Asia. The conceptualization of the politics of 
physical and digital infrastructures, including how 
internet shape and un-shape political, economic, 
ecological, and cultural life, has been pushed by 
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groundwork for a sizable digital economy with China 
at the heart. With more than 130 projects under its 
banner, the Digital Silk Road is a key part of the BRI 
plan (Nouwens et al., 2021). These initiatives span 
from fiber-optic cables in Pakistan, data centres, and 
smart cities, to 5G testing facilities in Thailand and e-
commerce platforms in Malaysia. They help BRI 
nations' digital networks grow and become more 
closely connected to China (Hemmings, 2020).

The promotion of Chinese Information systems 
through the DSR and state-directed activism in 
standards development organizations (SDOs) work 
together to tip the digital playing field in China's
favour. These tactics support China's desire for 
"cyber sovereignty" rather than the unrestricted 
exchange of ideas, information, and data, in addition 
to serving its financial interests. Information access 
is restricted, along with freedom of speech and other 
fundamental rights, due to state control of the 
internet and China's data governance model. Chinese 
vendors and standards are forced upon other nations 
through embedding Chinese technology standards in 
international infrastructure projects, frequently with 
"data harmonisation" agreements. Digital censorship 
and surveillance capabilities backed by artificial 
intelligence are included in DSR efforts like "Smart 
Cities," which authoritarian regimes might utilize for 
repression and to crush dissent. Systems for smart 
cities also give users access to vast amounts of data 
that are helpful to both Chinese businesses and 
government organizations.

Pakistan has specific threats of concern, therefore 
has a significant investment in its military and 
spends substantially on military-scrutiny capabilities. 

(PPP). Belt and Road Forum 2019 shared the DSR 
vision, according to which, "It not only promotes the 
development of the digital service sector, such as 
cross-border e-commerce, smart cities, 
telemedicine, and internet finance, but also 
accelerates technological progress including
computing, big data, Internet of Things, artificial 
intelligence, blockchain, and quantum computing" 
(Yong, 2019).

China is the principal proponent of the DSR, which 
aims to increase digital connection among 
participating nations. The DSR is primarily 
concerned with the development and interoperability 
of crucial digital infrastructure, including terrestrial 
and undersea data cables, 5G cellular networks, data 
storage facilities, and international satellite 
navigation systems. China has completed the launch 
of BeiDou, a global satellite system that is more 
accurate in some areas than the Global Positioning 
System of the United States (GPS). There are several 
Asian nations that have adopted BeiDou, including 
Pakistan, Laos, Brunei, and Thailand. West Asia (the 
Middle East) and Africa are also using it more 
frequently. At the micro level, the DSR encourages 
communication between small businesses and 
customers as well as between enterprises and 
customers. Examples include hardware like routers, 
cellphones, and PCs, as well as e-commerce, taxi-
hailing, fintech (financial technology), and edtech 
(education technology) platforms and apps (Ghiasy & 
Krishnamurthy, 2021). 

The "software" to the "hardware" of the BRI's 
infrastructure, the DSR is assisting Chinese fintech 
and ICT firms in going worldwide and laying the 
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memorandum of understanding (MoU) to establish a 
cloud data centre in Pakistan, Zhengfei pledged a 
significant investment in the nation. Haroon Sharif, 
the head of Pakistan's Board of Investment (BoI), was 
given a directive by the-then Prime Minister to 
remove any obstacles Huawei and other Chinese 
businesses might encounter. As a result, Airlink 
Communications of Pakistan and Huawei 
Technologies collaborated to build a cloud data 
centre there and chose the moniker Huawei Airlink 
Cloud for it. But then after more than three years, it's 
still unclear if they've actually launched it or not 
(Moss, 2019).

Little information was given, as is typical with MoUs, 
and a lot is still out in the air. There was no precise 
information provided regarding the amount of 
investment, the size of the data centre, or the 
anticipated debut date (Airlink Communications, 
n.d.). 

Carnegie Endowment for International Peace's key 
findings on states deploying "AI surveillance tools to 
monitor, track, and surveil their citizens" to achieve 
their policy objectives are majorly sourced from 
Chinese tech firms. It further says that "China is a 
major driver of AI surveillance worldwide. 
Technology linked to Chinese companies – 
particularly Huawei, Hikvision, Dahua, and ZTE – 
supply AI surveillance technology in sixty-three 
countries, thirty-six of which have signed onto 
China's BRI. Huawei alone is responsible for providing 
AI surveillance technology to at least fifty countries 
worldwide" (Feldstein, 2019). 

Commonly known surveillance programs in Pakistan 
are Smart Policing and Safe City Projects. In 
addition, the country was looking to boost its digital 
infrastructure capacity to support its youth dividend, 
DSR as a key component of CPEC was introduced as 
a lifeline. However, in hindsight, the Chinese 
influence over the technology ecosystem cannot be 
overlooked, especially the surveillance, face scans, 
and Artificial Intelligence supported racial profiling 
of Uyghurs.

The clouds of tech-driven authoritarianism have 
always been hanging low over Pakistan, questioning
the egalitarian core of the internet. Political 
repression by means of public security systems and 
tools being sold to BRI countries with diminishing 
scrutiny, accountability and transparency on its use 
can define the future of internet governance. Chinese 
companies under PPP work with low regard for 
corporate social responsibility and are accounted for 
lesser scrutiny than their counterparts from around 
the world. The government of Pakistan initiated 
Lahore Safe City Project in 2015 and awarded a $150 
million contract to Huawei (a leading technology firm 
on DSR) for its implementation was accused of 
creating "backdoors" which allowed them to collect 
sensitive data "important to Pakistan's national 
security and to spy on Pakistani Citizens" (Hayder, 
2021). Huawei consortium is currently responsible for 
executing Quetta Safe City Project, which is crucial 
for Pakistan's internal security.

At the Pak-China Trade and Investment Forum in 
April 2019, Ren Zhengfei, the founder and CEO of the 
Chinese telecoms giant Huawei, met with Pakistani 
Prime Minister Imran Khan (Moss, 2019). In a 



19

consisting of technologies and applications. Safe City 
is often the first step toward making the environment 
secure and governance strong. America is a leader in 
adopting urban and smart ecosystems in the state; 
nevertheless, China's aggressive adoption of smart 
city initiatives also awestruck the US. China is 
monitoring its several cities and spreading 
awareness regarding smart city challenges by 
proposing several solutions through its BRI's 
technology engagement policies (Atha et al. 2020).

After the 2008 Marriott hotel bombing in Islamabad, 
Pakistan has also taken part in the race to provide 
better living by minimizing acts of terrorism, human 
rights violations, law-breaking, and improving traffic 
systems and security. The Safe City Project was 
initiated in Islamabad after Pakistan and China's 
Exim Bank underwent a GCL (government 
concession loan) and was launched at a cost of over 
15 billion Pakistani Rupees. Huawei successfully 
earned the project, which was expected to start in 
2010 and end within five years. However, the project 
was completed on March 29, 2016. Over 1900 
surveillance cameras were installed in coordination 
with NADRA, where the record of the real-time 
monitoring data has been kept and sent to the 
"command and control centre" established by 
Huawei to check and take immediate action on any 
suspicious activity in the city (Project/China.Aiddata, 
n.d.). The project used 4G and LTE-A infrastructure 
and was fully equipped with emerging technologies 
like AI-assisted facial-recognition tools, and vehicle 
tracking to maintain law and order. However, this was 
the first step by the Pakistani government in opening 
pathways to build a large-scale, AI-supported 
surveillance state backed by China. 

Source: Hadi, 2019

A working paper titled "The Global Expansion of AI 
Surveillance" was published by the Carnegie 
Endowment for International Peace in September 
2019. The study introduced the AI Global 
Surveillance (AIGS) Index, the first of its kind. The 
aforementioned index has produced factual data on 
AI surveillance that is utilised by 176 governments 
worldwide. But the paper makes no distinction 
between lawful and illegitimate uses of AI 
surveillance (Hadi, 2019). As per the AI Global 
Surveillance (AIGS) Index, Pakistan is using Facial 
Recognition systems in addition to Smart Policing 
and Safe City Projects (Carnegie Endowment for 
International Peace, n.d.). The grim reality is that 
there is little known truth in how China is using all 
the data it is acquiring from other countries by 
selling its technology to them.

4.1.  Pakistan's Safe Cities – Surveillance More 
than Governance
Countries are becoming "smart" globally by 
introducing an urban ecosystem, which entails cities 
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After Islamabad, the program was executed in a 
number of cities in Punjab under the Punjab Safe 
Cities Authority (PSCA) and is conveniently claimed 
as the "Beginning of New Police Culture" – the 
project started in Lahore to maintain law and order in 
the city, where more than 8,000 cameras were 
installed which were monitored by more than 400 
personnel through the Punjab Police Integrated 
Command, Control and Communication Center 
(PPIC3). PCSA is also made responsible for providing 
the technical operational support to the 
implementation of the Gwadar Safe City Project as 
PCSA is regarded as a "masterpiece project of mod-

-ern technology and a success story of modern-day 
policing in Pakistan" by the Gwadar Safe City Project 
Director DIG Shehzad Asif (Business Recorder, 
2022).

The Quetta Safe City Project was inaugurated by 
Pakistan's Chief of Army Staff, General Qamar Javed 
Bajwa on May 08, 2018, after an inordinate delay of 
six years. The contract was awarded to the Huawei 
consortium in violation of Public Procurement Rules 
Section 36(b)(ix) despite the ZTE consortium being 
the lowest bidder of it. The selection process took 18 
months and an official involved in the selection 
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process said, "The award of contract for the 
execution of Quetta Safe City Project is setting a new 
standard in terms of influence peddling and 
stretching of procurement rules". Around 300-
kilometre fibre optic cabling to support the 
surveillance system of 1426 cameras with four 
communication systems as a backup to each other, 
have been installed at various points, including six 
major transportation places, which provide a real-
time update on the data, including vehicle number
plates, to the central system (Shahid, 2020). 

Besides this corruption, it is important to note that 
this continuous form of surveillance also faced a 
breach of data and privacy of Pakistani citizens. In 
Lahore Safe City Project, the technical partner 
"Huawei installed 1,800 CCTV Cabinets, within which 
it placed the WiFi modules (transmitting cards) 
behind other equipment" which raised massive 
concerns as no app was provided to make use of the 
WiFi link. This could mean that someone has remote 
access with the potential to misuse it (Kelion & Iqbal, 
2019). In August 2021, a lawsuit filed by a California-
based tech company, Business Efficiency Solutions 
LLC (BES) against Huawei – accuses Huawei of 
installing the data-aggregation software ". It further 
mentions the use of the software by the Pakistan law 
enforcement agency to collect and analyze 
"sensitive data from different sources and 
government agencies" – in its lab in China, "this time 
not merely for testing but with full access to data at 
the Lahore Safe City Project." Whereas Huawei 
claimed that it had approval from the government 
(Business Efficacy vs. Huawei Technologies, 2018); 
(Brittain, 2021).

Although a "safe city" encourages urban planning 
and high-quality living with fewer chances of crime 

and rule-breaking, it seems to be continuous 
surveillance. The type of data collected by the safe 
city authorities includes personal, parking and traffic 
data, vehicle information, criminal record, and crime 
data. Face recognition is considered the most 
invasive form of privacy breach since it is the most 
common form of biometric verification, risking public 
privacy and safety (Ahmed, 2022). Continuous 
surveillance threatens the basic human and 
constitutional rights (under Section 14 and Section 
19(1)) of Pakistani people's freedom of speech and 
privacy (Ahmed, 2022). The headline on the PSCA 
website, "Punjab Safe City Authority- beginning of a 
new police culture," raises questions and concerns 
about whether the project provides an urban city or 
an initiative of e-government or whether it seems to 
have an advanced "policing culture" from a thana 
culture? Similarly, when analyzing the situation in the 
country's capital, it is not much different. The project 
that cost more than Rs. 15 billion (Pakistani rupees) 
is in rags. Out of 1900 cameras, only 400 are 
working, and the issues of equipment auditing 
remain under the carpet (Ahmadani, 2019). After 
installing hundreds and thousands of surveillance 
cameras in many cities, including Islamabad, Lahore, 
Gwadar, and Quetta, nothing has changed; the crime 
rates, everyday women harassment issues in public 
places and traffic law-breaking are not afflicted much 
(Digital Rights Foundation, 2018). In short, it is 
evident to say that China's surveillance equipment 
being sold as the future of governance only helps 
underpins Pakistan's tech-driven authoritarianism 
and as tools of political repression.

4.2.  The Digital Corridor
With the aim to connect Pakistan to the world 
through technological advancement and ICT 
development, China's strategically viable plan of 
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Map Source: (CPEC Authority, 2022(b)).

turning the Pak-China trade corridor into a digital 
corridor has milestone importance. Additionally, it 
aimed to provide shorter and alternate access to 
China for transit telecom traffic from Africa, Europe, 
and the Middle East. The project was divided into two 
phases; in the first phase laying off the 820 
kilometer long cross-border OFC through some of 
the most challenging terrains needed heavy 
investments of $44 million, for which Exim Bank of 
China released an 85% concessionary loan. While 
the Government of Pakistan provided 15% of the 
remaining cost under the Public Sector Development 
Program (PSDP). The ownership of the program is 
with Pakistan's military-run telecom provider SCO, 
whereas the engineering and technical contract was 
given to Huawei. The project was completed and 
made operational for commercial use in 2019, 
connecting Rawalpindi to Khunjarab at an elevation 
of 4,700 meters (SCO, 2019).

The project aimed to improve internet and 
connectivity in the Gilgit-Baltistan (GB) region as it 

was supported by a 172-km aerial OFC backup link 
between Karimabad to Khunjarab but in actuality, 
internet connectivity remained poor in the region. 
During the Covid-19 lockdown, the Higher Education 
Commission of Pakistan (HEC) issued a policy asking 
educational institutions to conduct online classes, 
after which many students staged protests against 
online classes and poor internet connectivity. The 
demonstration took place in various parts of GB for 
over a month including Astore, Diamer, Ghanche, 
Ghizer, Gilgit, Nagar, and Shigar and blocked the 
Karakoram Highway in protest. The protestors 
demanded to curb and curtail the autonomy of SCO 
and allow other network providers to operate for 
better internet connectivity (Dawn, 2020). This 
incident alone is a violation of the SDGs, Pakistan is 
committed to adopting.

In 2020, an IT Park and Incubation Center was 
announced at Karakoram International University 
(KIU) as a joint effort of KIU and SCO, however, no 
development on it was reported. Nevertheless, in
September 2021, a Computing Lab has been 
established and inaugurated at the campus, which is 
currently operational.

In Phase II of DSR, OFC will be laid down along the 
CPEC Route, connecting Rawalpindi with Karachi and 
Gwadar. A landing station will also be developed at 
Gwadar for PEACE cable which will act as a digital 
gateway between China and the rest of the world. It 
will handle voice/data traffic from Africa, Europe, and 
the Middle East and provide global connectivity to 
China through the shortest route. Pakistan is 
particularly interested in it as it aims to gain 
uninterrupted connectivity between the Southern 
and Northern borders. It aims to meet the 
communication requirement of security forces 
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deployed for the protection of sensitive trade routes. 
It also aims to curtail the inadequacy of the existing 
infrastructure and give protection to the current 
CPEC Project. One of the factors which Phase-II aims 
to address is "Vulnerabilities of National ICT 
infrastructure to disruption and repeated ingresses 
of hostile agencies which merits development of a 
strategic, secure and reliable National 
Communication Backbone." But the financial and 
investment delays are standing in between 
Pakistan's vision of becoming a 'Digital Gateway Hub
of regional connectivity (SCO, 2019).

From OFC, Pakistan is aiming to gain digital 
connectivity to boost trade, financial transactions, 
and the flow of information. ICT integration services 
between Pakistan and China, the former envisaged 
the supporting role of ICT infrastructure in setting up 
aviation, ports, industrial parks, road networks and 
railways in the country, along with people-to-people 
connectivity between both countries. For socio-
cultural collaboration, Pakistan adopted the China's 
Digital Terrestrial Multimedia Broadcasting (DTMB) 
technology in 2015 as a pilot project under CPEC 
(CPEC Authority, n.d. (a)), with the hope that it will 
provide numerous revenue generation opportunities 
for Pakistan media industry by enabling High 
Definition (HD) broadcasting for digital TV. 
Nonetheless, there is a debate that adapting DTMB 
will alienate Pakistani content globally as Digital 
Video Broadcast Terrestrial (DVB-T) is the most 
commonly used technology for terrestrial television 
globally. Additionally, for the adaptation of DTMB 
technology, a different antenna and adaptor will 
have to be acquired, which incurs extra costs. One 
more factor that cannot be ignored in this case is 
that very few households have Smart Digital TVs 
required to use this technology, making it not a cost-

technology, a different antenna and adaptor will have 
to be acquired, which incurs extra costs. One more 
factor that cannot be ignored in this case is that very 
few households have Smart Digital TVs required to 
use this technology, making it not a cost-effective 
option.

Similarly, Pakistan is the first country in the world to 
sign the official cooperation agreement in 2020 with 
China's Satellite Navigation Program, BeiDou 
Navigation Satellite System (BDS). Pakistan signed 
up to cooperate on performance monitoring and 
assessment. BDS services are used in fishing, 
disaster reduction, relief, and agriculture, along with 
transportation and comprehensive cooperation in 
the areas like aerospace, aviation, maritime 
cooperation and interconnectivity. It is said that due 
to unstable Pak-US relationships, Pakistan was 
hoping to switch from using the US-owned and 
controlled GPS for all three military services to an 
equally reliable navigation system. A few of the 
reasons cited were that Pakistan's war weapons and 
artillery is depending on GPS for launching and 
navigation, so based on India being America's 
strategic ally, can render our military assets blind by 
jamming the GPS signals. BeiDou gives Pakistan an 
indispensable position against India.

5.  CONCLUSION
Pakistan, while reeling from the financial instability, 
unemployed youth bulge, and inland and border 
security issues seems to be in deep waters. Either 
the country is too optimistic about its All-Weather 
Strategic Cooperative Partner or is too desperate to 
overlook China's proven misuse of technology. 
Amongst all of it, one thing seems certain: Pakistan, 
a multi-ethnic and multi-cultural country, faces a lot 
of nationalistic backlashes, so to curtail it, it wants to 
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multi-cultural country, faces a lot of nationalistic 
backlashes, so to curtail it, it wants to acquire all the 
technological means to surveil its citizens. While
form and driving 'one-narrative, one-nation.' 
However, Article 14 (1) of the Constitution of the
Islamic Republic of Pakistan clearly states, "[t]he 
dignity of man and, subject to law, the privacy of 
home, shall be inviolable." Yet, from PTA Act to Safe 
Cities Project, all seem to violate the said Article 
constantly.

Similarly, Pakistan ratified the International 
Covenant on Civil & Political Rights (ICCPR), but 
unfortunately, the provisions of the Covenant are not 
being applied as Pakistan mostly and largely works 
as a security state rather than a democratic state as 
Pakistan's security establishment considers itself as 
the custodian of the state and overwrites all rule of 
law and human rights through its lens. They, thus 
forth do not allow any space for dissent in the 
paradigm of national security and counter-terrorism. 
This is not it. Pakistan being a signatory of the Cairo 
Declaration on Human Rights in Islam, clearly 
violates Article 18 (b) of it, which states, "Everyone 
shall have the right to privacy in the conduct of his 
private affairs, in his home, among his family, with 
regard to his property and his relationships. It is not 
permitted to spy on him, to place him under 
surveillance, or to besmirch his good name. The State 
shall protect him from arbitrary interference." 
(University of Minnesota, n.d.).

Keeping all these conventions in mind, Pakistan's
role in being the key stakeholder in China's DSR is 
raising the question of credibility. The country thus 
far believes to be treading in the grey area and is 
seemingly working on making the internet accessible 
for all. The perceived ease of use and credibility of 

OFC for the masses is visibly in the doldrums as the 
inherent limitations of DSR under CPEC raise 
questions on the egalitarian core of the internet. 
Pakistan has yet to look into its vulnerabilities when 
it comes to the adaptation of the model presented by 
China. Moreover, Pakistan should gear up to answer 
the covert perils of DSR in the long run, as overall, 
the country's institutional framework is not in line 
with China.
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